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What is Smart Grid?

Power Grid enhanced with ICT
(Information and Communication

Technologies)

Reliability

Economics

Efficiency

Environmental Friendliness
Safety

Security

JUST GIVING THE GRID ADVANCE
. WARNING OF A PEAK LOAD
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https://alittlefridaystory.com/2016/01/22/solar-power-a-new-hope/




Smart Grid is Under Attack!

Ukraine power Cyberattack Chinese
Stuxnet attacked plant is caused Venezuela hackers
Iranian nuclear attacked again Blackout (2019) atta.Cked
plant (2010) (2016) Indian power

plant (2022)

_—

2010
Ukraine Russian hackers ENTSO-E office network got
power plant penetrated into US cyber intrusion.
attack (2015) Utility control room Enel group, K-Electric
(2018) attacked by ransomware
(2020)

cloud
CSA security

alliance®




Stuxnet Worm (2010)

Targeted nuclear plants in Iran

Exploited multiple zero-day vulnerabilities on
Windows

Can infect via USB drive

Successfully compromised PLC connected to
centrifuge units

Reports fake, apparently normal data to SCADA

(null-byte.wonderhowto.com)




Ukrainian Power Plant Attack (2015)

Caused massive power outage in Ukraine

Phishing E-mails
Control system was remotely manipulated! g '
v:.-::. = BlackEnergy 3

VPN & Credential Theft

Network & Host
Discovery

Malicious Firmware

SCADA Hijack (HMI/Client)

Breaker Open
Commands

Aha, this is an altempl to switch bl ndd W saction bresiocr

UPS Modification

- e gt 2 Firmware Upload
: 4 I8 KillDisk Overwrites
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(https://www.youtube.com/watch?v=8ThgK1WXUgk)

_ Power Outage(s)
(https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf)
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CrashOverride / Industroyer Malware (2016)

Abuses widely-used Industrial Control System protocols, including IEC 60870-5-104
and |IED 61850

Capability of issuing valid-looking control commands and measurements

> TOR
MALWARE INDUSTROYER
OPERATOR
INTERMET POWER DISTRIBUTION

COMPAMNY
https://gigazine.net/news/20170613-crashoverride/
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Aurora Generator Test (2007)

Demonstrated how a cyber-originated attack
can damage physical power grid components.

Succeeded in exploding a diesel generator in
3 minutes!

(https://www.youtube.com/watch?v=LM8kLaJ2NDU)
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Cybersecurity Solutions to Counter Threats

IEC 62351 (Security standard for smart grid protocols)

Industrial firewall

DIGIS/AFE DATA DIODE SENDER

Data Diode DIGISN\FE DATA DIODE RECEIVER =

Intrusion Detection Systems

https://www.stengg.com/en/electronics/companies-affiliates/st-
electronics-info-security/digisafe-data-diode-solution/

- Signature-based

- Rule-based

- Specification-based
- Al/ML-based

- Physical-based

Bump-in-the-wire (BITW) security appliances

BITW device integrated into EPIC Testbed
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How Could We Test / Evaluate?

Industrial firewall is configured appropriately?
How accurate is our intrusion detection system!?
Which solution is better for investment!?

To what degree is the impact on power grid stability mitigated?

Is the solution compatible with our smart grid infrastructure?

Would the solution affect the performance / availability? ‘ ,{

Evaluation in the real system / production environment is NEVER possible!
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Hardware-based Testbed?

Testbed using the same hardware as the real
system is good for fidelity.

But...

Expensive!

Not configurable or extensible
Not easily accessible

Still has come constraints / restrictions

cloud

EPIC Testbed in SUTD
(https://itrust.sutd.edu.sg/testbeds/electric-power-intelligent-control-epic/)
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(https://en.wikipedia.org/wiki/Aurora_Generator_Test)




Virtual Testbed (a.k.a Cyber Range)

Emulation of virtual smart grid devices (IEDs, PLCs, SCADA HMI)

Emulation of cyber network topology

Simulation of physical power system behavior

Configurable, extensible, scalable, and portable

oM security
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Cyber Side

Physical Side

Virtual
IED

Virtual
IED

Virtual
IED

Sensor

Data
Collection
Logic

Virtual Virtual Virtual
SCADA IED SCADA

Virtual Virtual Virtual
Router Router IED

Virtual Virtual Virtual
PLC IED PLC

Power System
Simulator

Scenario
(e.g., Load Profile)




IEC Standard Based Virtual Substation Testbed

Attack Vectors

Substation 1

Standard
Protocol

g L p "™
= teway g
IDS

€

Control Standard § Power System

Center Protocol . :
Substation n Simulator

Standard

1 1
Cyber-side < Synchronized > Physical-side

(URL: http://www.illinois.adsc.com.sg/softgrid)
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SoftGrid (2016)
- Software-based testbed for emulating IEC 61850
based smart grid system.
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Comprehensive Smart Grid Cyber Range

[Substation Network)

Smart Grid Cyber Range (2020)
- Emulates comprehensive model for control center and

substation
- Deployable on National Cybersecurity R&D Lab at scale

[External)
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(URL: https://www.illinois.adsc.com.sg/spotify/index.html)
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SG-ML: Automated Generation of Smart Grid Cyber Range

Design and development of cyber range still requires intensive domain knowledge in
both cyber and physical sides.

Intensive effort/manpower for implementation and maintenance is needed.

Smart Grid Cyber Physical Range

SG-ML Processor

Workstation  SCADA Master

pin -l EE Control Centre

SG-ML Parser Q
@ 1EC 60870-5-104

SG-ML » Virtual Device Generator gﬁ
WAN

Cyber-physical Topology Ly Q@™ wilth
Generator <::> i o n‘
............................................. Subitatien:. |
Deployment Configurator I LT
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Daisuke Mashima, Muhammad M. Roomi, Bennet Ng, Zbigniew Kalbarczyk, Suhail Hussain, and Ee-Chien Chang, "Towards Automated ol
Generation of Smart Grid Cyber Range for Cybersecurity Experiments and Training." To appear at DSN 2023 (Industry Track). T::
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Translation to Real-World Usage

Organised by

Organised by Main Partners Technical Partners
Supported by
. ) alsp . -
ITruSt & < NATIONAL RESEARCH FOUNDATION e SENG AP-ORES WS ST Englnee"ng
PrIME eru_]srn's Orace Cybersecurity R&D
Centre for Research o= AR, L SINGAPORE/ [ mumdl Laboratory
in Cyber Security MINDEF s e .
National
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in Cyber Security "
The Sixth International
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Smart Grid Cyber Range as a Service (CRaaS)

Making SG-ML available on the cloud!

- Remotely accessible/sharable

N Cloud (e.g., NCL)

Upload SG-ML Model
- Enhanced scalability ﬁ/—m

- Lower infrastructure cost

Start, pause, stop,

reboot, etc. Instantiated Cyber Range

‘‘‘‘‘
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Control
Interface

To be deployed on OpenStack-based
National Cybersecurity R&D Lab — [ v
(NCL) testbed !

Interaction
Interface

Connecting User’s device,
Configuration of user’s
cyber security modules

v v e e T [ e e SG-ML

 Users can download / Repository
SG-ML contribute SG-ML ‘

models

This research is supported by the National Research Foundation, Singapore
(through the National Cybersecurity R&D Lab grant office at the National
University of Singapore) via a grant (NCL-2022-01) awarded under the “National
Cybersecurity R&D Lab Grant 2021”.
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CRaaS$ Prototype

< C A Notscue | 1921680 182:5001 fig 2 4« 0O 2

Smart Grid Cyber Range —

Upload SCL Files

Upload SCL Files to configure Cyber Range . .

Chooseo Files 11 files

Selected files:
. CPMapping xml
. MIED1.icd
. MIED2 icd
* SIED1.icd
. SIED2.kcd

. SIED3.icd
SIED4 icd Attack Cornoie Somdaton Consaie

Attack Console

Replay Attack MITM

L Thresholds.xmi
. TIEDA icd
. TIED2.icd

. TIED4 led
Upload Files e——
- {

‘ “ S

. False Command Injection
= w Replays a PCAP fileto at Replay Attack
—~ = = connection

Note: File should contain only one TCP stream

Choose Files H_line_cb_7.pcapng

- -~ = Dest IP Address 17216411

Dest MAC Address Oa:71:09:38:99.94
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Summary

Virtual testbed for smart grid cybersecurity is valuable not only for academic
researchers but also industry players.

Automated generation of cyber range can reduce difficulty of design and development
as well as address challenges in terms configurability, extensibility, and accessibility.

Cloud-based, Smart Grid Cyber Range as a Service is on the way!
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Daisuke Mashima (lllinois at Singapore Pte Ltd)
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Web Site: https://www.mashima.us/daisuke
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