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CYBERCRIME
BECOMES EASIER

Because of the increasing
digitization of business,
cybercrime will become a
more attractive proposition
for criminals.

DEMAND FOR CYBER @
THREAT INTELLIGENCE

(CT1) IS RISING

The use of external CTI
experts will increase as oo
organizations review °

their own capabilities
and defenses. \-/

Aah

INFORMATION SECURITY -
MORETHAN COMPLIANCE

Organizations will
increasingly take a risk
oriented approach to
securing their business
rather than just focusing on
meeting compliance
requirements.

DATA PROTECTION AND
DATA SECURITY ARE
INCREASINGLY IMPORTANT

Regulatory requirements for the
operators of critical infrastructure will

CYBER
SECURITY
TRENDS 2016

How will new technologies and
increasing cyber threats affect
private and public sector
organizations in 2016?

s and INCIDENT RESPONSE

THE INTERNET OF THINGS
IS ATREASURETROVE

The development of
connected products and
the Internet of Things
will introduce new
attack vectors.

o

INDUSTRIAL CONTROL
SYSTEM SECURITY
(ICS) IS MORE
IMPORTANT THAN EVER
The wide-spread adoption and use
of industrial control systems means
that reliable IT security measures
that address ICS security will

’ become increasingly important.

INCREASING DEMAND FOR
MANAGED SECURITY
SERVICES (MSS)

In order to protect the
organization against
cyber-attacks more and

more companies will rely
on external Managed
Security Services (MSS).

NEW

CLOuUD
MODELS
New cloud-operating
models will be established.
Cloud service providers and
their customers will need to

Laws, r ! $
standards in the word of cyber BECOMES DAILY BUSINESS define clesxly,who Is doing

security will be updatod to meet the

what to ensure effective

situation. Companies that need to detect incident response.
o advanced persistent threats at
an early stage will need
powerful incident response
processes and structures.

http://go.openskycorp.com/cyber-security-trends-2016
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Precisely Right.
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Prepare for Cyber Attacks

80/ Of small and mid-size

9 © technology and healthcare Just

companies are maintaining or increasing 35%
resources devoted to cybersecurity this year, Are completely or

preparing for when, not if, cyber attacks occur.  yery confident

00/ Are increasing their spend, :lgeseurﬂyof
© andinvesting in active company
response, not infrastructure.

information.
6% ;
S7av cyb; attacks & 54% tcat 46% N I

threaten serious Of non-security companies Say media
business interruption. have or plan to add a attention
; cybersecurity component has increased N
to their product. i awareness of

theissue.

cloud.

Say their data

and IP are threatened. “
@38 CSAAPAC
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Statistics come from the results of an SVB survey about cybersecurity completed by 216 C-level executives from US-based technology and Iife science companies In July 2013. B-13-12992. Rev. 09-20413
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CISO Mind Map: An Overview of The Responsibilities and Ever Expanding Role of The CISO

Business
Enablement

Cloud
Computing

Merger/
Acquisition

Cloud Architecture
Strategy and Guidelines
Cloud Risk Evaluation
Compliance
Ownership/Liability/
Incidents

SaaS Strategy

Log Integration
Virtualized Security
Appliances

Acquisition Risk
Management
Integration Cost
Identity Management

Process

HR on Boarding/
Termination
Business Partnerships

Project Delivery
Lifecycle

+ Requirements

« Design

« Security Testing

« Certification and
Accreditation

Em s

Security Projects
Business Case
Development

ROSI

Alignment with IT Projects
FTE and Contractors
Balancing Budget for
People. Trainings, and
Tools/Technology

Source: http://rafeeqrehman.com/2015/05/17/the-latest-2015-ciso-mindmap-is-here/

0

Mobile
Technology

Policy

Technology
Lost/Stolen Devices
BYOD

Mobile Apps Inventory

Security
Architecture

Network Segmentation
Application Protection
Defense-in-depth
Remote Access
Encryption Technologies
Backup/Replication/
Multiple Sites
Cloud/Hybrid/Multiple
Cloud Vendors

Selling InfoSec
(Internal)

« Aligning with Corporate
Objectives

« Continuous Mgmt Updates

* Innovation and Value
Creation

Compliance and
Audits

« PCI

« SOX

« HPAA

« Regular Audits

- SSAE 16

« Other Compliance Needs

=

Governance

7

.

Strategy & Business
Alignment

Risk Mgmt Framework
Resource Management
Roles and Responsibilities
Metrics and Reporting

Legal & Human
Resources

« Data Discovery

« Vendor Contracts

« Investigations/Forensics

« Integrating into IDM
processes

e o s s o 6 o s o s s

Threat
Prevention

Network /Application
Firewall

Vulnerability Management
Application Security

IPS

Identity Management
Information Security Policy
DLP

Anti Malware, Anti-spam
Proxy/Content Filtering
Patching

DDoS Protection
Hardening guidelines
Desktop Security
Encryption SSL

PKI

Credentialing
Account Creation/Deletions
Single Sign On (SSO.

Simplified

Repository (LDAP/Active
Directory)
Federation

Security
Operations

Threat
Detection

Log Analysis/correlation/
SIEM

Alerting (IDS/IPS, FIM,
WAF, Antivirus, etc)
NetFlow analysis

DLP

Threat hunting

MSSP integration

SOC Operations

Identity
Management

Apps

Sign On) service

Incident
Management

Incident Response
Media Relations

Incident Readiness
Forensic Investigation
Data Breach Preparation

+ Ecommerce and Mobile
« Password resets/Self-

* HR Process Integration

« Integrating cloud-based

identities

2-Factor Authentication
Role-Based Access Control

Physical Security

Vulnerabili
Ongoing ri

Risk
Management

ity Management
sk assessments/

Pam Testing
Integration to Project
Delivery (PMD)
Code Reviews

Risk Assessment

Methodolo

ay

Policies and Procedures

Associate

Awareness

[} (7 ) cﬁ’

« Data Centric Approach
« loT Technologies
+ Operational Technologies

1:29 PM

=]
11/10/2016

=




© 2016

Global IT security market growing to
$92B with strong consolidation trend

GLOBAL IT SECURITY MARKET

LEADING COMPANIES AND EXITS

Global IT security CAGR CAGE
market 1216 12-16

$100B
$928

$50B 14%

$80B A

10%

$60B
$50B
$q0B A
$30B 10%
$20B

$10B

2012 2016F 2012 2006F
BROW ®muUs W Enterprise W sM8 "Consumer
Notes Excludes MPLS VPN
Sawrce s IDC, Cartner, andyst reparts, Ban analysks, company fmandals

ldentity theft protection

O LifeLock $1.97B (NYSELOCK)

B Ty T g T —

E} Experian $17.5B (LON:EXPN)

Antivirus and corporate security

l\@ $7.68B (acquirad by Intel in20t0)
E $14.5B (NASDAQSYMO)

Identity and authentication

@‘.”l‘.‘.:: 3‘,298 (acq. by Symantecin 2010)

TRUSTe
'e' Private (s13omrevenue)

= +
COPYRIGHT © 2014 BITGO, INC. '@ B|tGQ
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&&5 CYBERSECURITY MARKET MAP
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Cybersecurity Deals
| Target | Buyer/Backer | value
Allied InfoSecurity Delta Risk N/A
' Arellia | Thycotic | A
. Blue Coat Systems . Symantec . $4.65B
. Cbalfiﬂrre Systems A Carlyle/Chertoff Group N/A
DeviceAuth&nty 1 Cryptosoft N/A
| Imprivata ' Thoma Bravo ' $544M
. Intercom Consulting & Federal Systems ‘ Belcan . N/A
iSight Partners FireEye $275M
Kount CVC Capital $80M
L-3 National Security Caci International $550M
’ Maglan | Accenture ' N/A
| Trustev ‘ TransUnion ‘ $44M
| Source: Mergerﬁ & Acquisitions
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Cybersecurity Deal Dashboard

75

ME&EA Transactions YTD

145

Financing Transactions YTD

$8.69 Billion

M&A Volume YTD

$3.01 Billion

Financing Volume YTD

Top Fnaecing Trancactions YTD Financing Activity Manthly Deal Count Pulee ———e MEA Activity Top MEA Tramactions YID
Date Compoeny Arecunt (SN . 4 Laiget Acquine Anscamnt (3M
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Objective for M&A in Cyber Security Market in 2014 & 2015

Capabiity enhancement 15%

Expand product portfolio 42%

[ I

Strengthen corebusness 1%
R&D i 2%
Source: MarketsandMarkets Analysis
© 2016 Cloud Security Alliance, APAC. Al rights reserved CSAAPAC::,
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CSA APAC Innovation Initiatives

Assist Cybersecurity Startups and CSd s
SMEs in forging Partnerships in the
Industry through CSA network of :

Executive Members
Enterprise User Members
Solution Provider Members

Member Profiles: Cloud providers, tech leaders,

security industry, Global 2000 enterprise users of
cloud

© 2016 Cloud Security Alliance, APAC. All rights reserved



Through Chapters

75 + Chapters Worldwide
Extension of CSA Global
Opportunitiesto Network with Peers

Local Events

Summits

Research (Areas of Focus)

https://cloudsecurityalliance.org /chapters/

ity Alliance, APAC. All rights reserved
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CSA Innovation Accelerator (CIA)

Singapore 15t Cybersecurity co-working space— offers some of Asia’s most promising
entrepreneurs the trainingnecessary to build and grow a successful cyber security
company.

- supports more advanced cyber security companies looking to take their businesses to the next
level. Access the benefits of CSAs unique network and expertise whilst they focus on business and
product development

- aimed to educate cybersecurity startups, receive personal guidance and support froman
accomplished network of mentors,

- help to scale globally and finally build a cybersecurity ecosystem and community in Singapore,
which didn’t exist at this point of time.

- our programme culminates with CSA Summits, allowing participants to present their products,
progress and potential to a range of partners and investors.

- regularly invites different global Cybersecurity leaders and tech stars to Singapore

- issues articles, analytics and reports about cybersecurity and promotes Singapore as a the leading
cybersecurity hub in the world

© 2016 Cloud Security Alliance, APAC. All rights reserved



CSA Innovation Accelerator (CIA)

For Start-ups & Scale-up CyberSecurity Companies
CSA CIA Applications are NOW OPEN

First program dedicated to both start-ups and scale-up global
Cybersecurity companies aiming to capture the Asian growth
market.

The program leverages on CSA's APAC traditional strength as
Asia's partners and technology gateway. Apply here!

csa_apacii@cloudsecurityalliance.org



THANK YOU

Wee-Meng, Thoo
wthoo@cloudsecurityalliance.org
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