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The Big Shift to the Cloud: Cloud Security in the Time of Covid -19

The onset of the pandemic has thrown normalcy out of gear. There is talk of a “new
normal”, which continues to be defined and remains as broad as ever. The synapse
between the COVID-19 pandemic and cloud security imperatives can be addressed with
a call to action that the new cyber & cloud security strategy on the anvil can address.
There must be sync with these modern realities and adaptation along with the
willingness to innovate for future disruptions which will in turn reinvigorate our trust
and boost our digital immunity.

Leading experts from the Philippines with domain proficiency and expertise discussed
key issues and trends facing cloud security and cybersecurity today at this virtual
Summit organized by CSA APAC and CSA Philippines Chapter on 11 November 2020.



PROGRAM

The CSA Philippines Virtual Summit commenced with an introduction from Ryan TY
(Chairman, CSA Philippines Chapter) and welcome remarks from Dr. Hing-Yan LEE
(EVP APAC, CSA).

The program saw a stellar line-up of two keynote addresses and two panel discussions
key topics that included:

e “Navigating Troubled Waters”

e “Securing the Big Shift to the Cloud”
and two panel discussions on

e “Cloud Security Against the Top Threats in Cloud” and

e “Best Practices in Selecting Cloud Services”

Other industry thought leaders and eminent individuals in cloud computing and cloud
security spoke on topics such as:

e In the opening keynote address by Timothy GRANCE (Senior Advisor for
Emerging Technology, NIST) shared the changes in telework practices and
NIST’s response to those changes. He also provided an update to NIST SP
800-46 and recommendations and resources for enterprise telework planning
and implementation.

e Isa OJEDA (VP - Compliance Risk Management Officer, Multinational Bank) in
the second keynote presentation shared the discussions around the cloud models,
cloud security, and change management. Rethinking the Cloud Security strategy
is now the main agenda of Philippine CISOs. The issues are: cloud threats are
evolving fast and how the Philippines can secure the Big Shift to the Cloud.

e The first panel discussion on “Cloud Security Against the Top Threats in Cloud"
was moderated by Ricson Singson QUE, (VP for Education, CSA Philippines
Chapter) and panelists included Carlos TENGKIAT (CISO & Head of Information
Security Governance Department, Rizal Commercial Banking Corporation), Paula
Nones-RAMOS (Threat & Vulnerability Manager, Royal Carribean) and Mark
MISTAL (CIO/SVP, Inspiro). They discussed the business impact of the top
threats on the cloud adoption and cloud-security-first mindset and how CSA can
help the Philippines industries in their cloud security journey.

e The second panel discussion was based on “Best Practices in Selecting Cloud
Services" where panelists such as Gonz GONZALES (Director, Information
Technology Security, JG Summit Holdings, Inc), Reggie TAMAYO (Head for IT
Management, Bureau of Treasury, Republic of the Philippines) and Johnny SY



(Information & Education Technology Consultant, Sterling Paper Group)
discussed how the Cloud Control Matrix (CCM), CSA's Security, Trust &
Assurance Registry Program (CSA STAR) are useful tools for selecting cloud
services. The panel was moderated by Johanna MORTEL (Advisory Board
Member, CSA Philippines Chapter)

For full details of the program, please refer to Annex A.
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STATISTICS

The Summit saw pre-event registration of a total of 500 professionals and viewership of
over 600+ individuals. The program line up catered to attendees coming from different
backgrounds, roles and responsibilities, actively engaging them in the various topics
covered at the virtual summit.
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By Job Profile

C-Level/Executive

6.6%

Director

Student 8.5%
27.5%

Manager/Team lead

28.9%
Other
22.0%

SVP/VP

6.3%

Others include - Solution Architect, Project Engineer, Project Managers,Cyber security
specialist, Consultant, Crypto Hardware Engineer, Information Security Analyst,
Retired, Professor

By Industry

Manufacturing

1.4%

Telecommunications

3.6%

Health Care

2.4%

Government

4.8%

Energy, Chemical, & Utilities
3.6%

Education
10.7%

Financial Services
10.7%

Aerospace & Defense
1.0%

Technology
59.4%




The list of companies that attended the Summit can be found in Annex B.

Annex A - Program

Time

9:00 am

Activity

Introduction

Ryan TY (Chairman, CSA Philippines Chapter)
Welcome Remarks & Opening Keynote -
Navigating Troubled Waters

Dr. Hing-Yan LEE (EVP, CSA APAC)

Timothy GRANCE (Senior Computer Scientist,

NIST)

In this presentation, Tim will share the changes in
telework practices & NIST’s response to those
changes. He will also provide an update to NIST
SP 800-46 and recommendations and resources
for  enterprise telework planning and

implementation.

Session

Link

Watch


https://www.brighttalk.com/webcast/10415/449094
https://www.brighttalk.com/webcast/10415/449094

10:00

am

Securing the Big Shift to the Cloud
Isa OJEDA (VP - Compliance Risk Management

Officer, Multinational Bank)

The debate on Cloud adoption is over. The
pandemic has accelerated the migration of
Philippine local enterprises to the cloud. The
current table discussions during business
meetings is how to move forward on the cloud.
Major discussions circle around the cloud models,
cloud security, and change management.
Rethinking the Cloud Security strategy is now the
main agenda of Philippine CISOs. The cloud
threats are evolving fast! How will the Philippines

secure the Big Shift to the Cloud?

Watch


https://www.brighttalk.com/webcast/10415/449095
https://www.brighttalk.com/webcast/10415/449095

10:45

am

Panel Discussion - "Cloud Security Against the
Top Threats in Cloud"

The pandemic has accelerated the digital
transformation initiatives of many organizations
in the Philippines. Local companies jumped to the
cloud with survival response as the prime
consideration. Join our fellow CISOs and CIOs in
this panel discussion on the business impact of
the top threats on the Cloud. We will also discuss
on the cloud-security-first mindset and how CSA
can help the Philippine industries in their cloud
security journey.

Moderator:  Ricson Singson QUE, (VP for
Education, CSA Philippines Chapter)

Panelists:

e Carlos TENGKIAT (CISO & Head of
Information Security Governance
Department, Rizal Commercial Banking
Corporation)

e Paula Nones-RAMOS (Threat and
Vulnerability Manager, Royal Carribean)

e Mark MISTAL (CIO/ Senior Vice President,
Inspiro)

Watch


https://www.brighttalk.com/webcast/10415/449096
https://www.brighttalk.com/webcast/10415/449096

11:30

am

Panel Discussion - '""Best Practices in Selecting
Cloud Services"

The pandemic  accelerated the  digital
transformation initiatives of many organizations
in the Philippines. Local companies jumped to the
cloud with survival response as the prime
consideration. Join our fellow CISOs and CIOs in
this panel discussion on the best practices in
selecting cloud services and how Cloud Control

Matrix (CCM), CSA's Security, Trust & Assurance

Registry Program (CSA STAR) are useful tools for

selecting cloud services.

Moderator: Johanna MORTEL (Advisory Board
Member, CSA Philippines Chapter)
Panelists:

e Gonz GONZALES (Director, Information
Technology Security, JG Summit Holdings,
Inc)

e Reggie TAMAYO (Head for IT
Management, Bureau of Treasury,
Republic of the Philippines)

e Johnny SY (Information and Education
Technology Consultant, Sterling Paper
Group)

Closing Remarks
Leonardo SACAMOS (President, CSA Philippines

Chapter)

Watch


https://cloudsecurityalliance.org/research/cloud-controls-matrix/
https://cloudsecurityalliance.org/star/
https://cloudsecurityalliance.org/star/
https://www.brighttalk.com/webcast/10415/449098
https://www.brighttalk.com/webcast/10415/449098
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Contact Us

General inquiries: csa-apac-info@cloudsecurityalliance.org

Membership information: csa-apac-membership@cloudsecuritvalliance.org

Research information: csa-apac-research@cloudsecuritvalliance.org

Official Website: www.cloudsecuritvalliance.org

Official APAC Website: http://www.csaapac.org/

Facebook: Cloud Security Alliance Asia Pacific

LinkedIn: Cloud Security Alliance
Twitter: @cloudsa apac

WeChat: csa china



http://www.cloudsecurityalliance.org/
http://www.csaapac.org/
https://www.facebook.com/csaapac1/?ref=bookmarks
https://www.linkedin.com/groups/1864210
https://twitter.com/

