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The Relevance of Cloud Security in Post Pandemic Times 

 

The onset of the pandemic has thrown normalcy out of gear. There is talk of a “new                 

normal”, which continues to be defined and remains as broad as ever. The synapse              

between the COVID-19 pandemic and cloud security imperatives can be addressed with            

a call to action that the new cyber & cloud security strategy on the anvil can address.                 

There must be sync with these modern realities and adaptation along with the             

willingness to innovate for future disruptions which will in turn reinvigorate our trust             

and boost our digital immunity. 

 

Leading experts from India with domain proficiency and expertise discussed key issues            

and trends facing cloud security and cybersecurity today at this 3-day virtual Summit             

organized by CSA APAC and CSA Bangalore, NCR & Hyderabad Chapters on 23-25             

September 2020. 

 

 



PROGRAM 

 

The CSA India Virtual Summit commenced with welcome remarks and opening keynote            

from Jim Reavis (Co-Founder & CEO, CSA) on “CSA resources & Trends”. 

 

The keynote was followed by a stellar line-up of 7 presentations by invited speakers and               

panel discussions (on Days 1-3). Key topics included: 

● “Security Implementation Acceleration in the Fast Lane of Digital         

Transformation” 

● “Harmonizing Serverless Security - Principles, Patterns and Controls” 

● “Blockchain Use Cases & their Documentation” 

● “CCM Addendum - Mapping of ABS Cloud Computing Implementation Guide 2.0           

to CCM” 

● “Reflective Security & DevSecOps” 

● “Software Eats Security : Zero Trust Software Defined Perimeter”  

● “CSA STAR – The New Paradigm for Measuring Security, Privacy and           

Governance in the cloud 

and two panel discussions like  

● “Impact of COVID-19 on Cloud Adoption & Security” and 

● “Cloud Adoption in ASEAN & ChallengesAre you Prepared for the Changing           

Cybersecurity Threat Landscape?”  

 

Other industry thought leaders and eminent individuals in cloud computing and cloud            

security spoke on topics such as:  

 

● In the opening keynote speech by Jim Reavis (Co-Founder & CEO, CSA) shared             

how COVID-19 has impacted overall cloud adoption and what are CSA’s response            

to enterprises needs going forward this year. He also highlighted various areas            

where individuals can join and contribute in CSA - training & certification,            

research, Chapters and.  

 

● Ramesh Narayanaswamy (CTO, Aditya Birla Capital) in his keynote presentation          

shared the significant acceleration in digital transformation implementation in         

the COVID-19 period and how regulatory changes have created a need to change             

some of the data / cyber security strategies. He also highlighted the key steps that               

need to be taken to course correct the short term and long term needs of the                

organization from a security point of view.  

 

● In Madhav CHABLANI (Chairman, CSA NCR Chapter)’s presentation on         

“Harmonizing Serverless Security - Principles, Patterns and Controls”, he shared          

industry best practices on Serverless that are established to provide companies           

with guidelines to achieve compliance and security, that developers can          



effortlessly work with and employers are able to evaluate developers' work, and            

perceive the serverless architectural model at the same time. 

 

● “Blockchain Use Cases & their Documentation'' was presented by Ashish MEHTA           

(Co-chair, CSA Blockchain WG); he provided an overview of Blockchain,          

optimum way to document & identify use cases. He also shared some of the use               

cases which the CSA Blockchain Working group has worked on for the wider             

global cybersecurity community to learn from when they are actually deploying           

blockchains in their enterprises. 

 

● Arun VIVEK (Head of Cloud & Container Security – Cyber Security Services,            

Standard Chartered Bank) presented on the latest CSA release document “CCM           

Addendum - Mapping of ABS Cloud Computing Implementation Guide 2.0 to           

CCM”. He explained how the financial services industry is one of most important             

and regulated sectors in any market and typically bounded by a multitude of             

regulations that financial institutions (FIs) need to comply with. He          

recommended how this recent report will help Singapore FIs who are already in             

line with ABS CCIG 2.0 to easily identify and fulfill additional controls (gaps) on              

top of the ABS CCIG 2.0 and to achieve adherence to other targeted frameworks              

within CCM. 

 

● John DIMARIA (Assurance Investigatory Fellow, CSA) in his presentation on          

“CSA STAR – The New Paradigm for Measuring Security, Privacy and           

Governance in the cloud” shared how organizations evaluate cloud service          

providers has become key to providing increased levels of assurance transparency           

and through CSA STAR, how this tool can help organizations optimize processes,            

reduce costs, decrease risk while meeting the continuing rigorous international          

demands on cloud services. 

 
For full details of the program, please refer to Annex A. 
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https://www.csaapac.org/indiavsummit2020.html
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STATISTICS 

 
The Summit saw pre-event registration of a total of 524 professionals and viewership of              

over 700+ individuals. The program line up catered to attendees coming from different             

backgrounds, roles and responsibilities, actively engaging them in the various topics           

covered at the virtual summit. 

 

By Country 

 

 

 

By Job Profile 

 



Others include - Solution Architect, Project Engineer, Project Managers,Cyber security 

specialist, Consultant, Crypto Hardware Engineer, Information Security Analyst, 

Retired, Professor 

 

By Industry 

 

 

 

 

 

 

 

The list of companies that attended the Summit can be found in Annex B. 

 

 

 

 

 

 



Annex A - Program 

 
Day 1 – 23 September  

Time  Activity  Session Link 

12:00 pm  Welcome Message  & Opening Keynote -CSA 

Resources & Trends 

Jim REAVIS, Co-Founder & CEO, CSA 

Watch Now 

12:45 pm  Security Implementation Acceleration in the 

Fast Lane of Digital Transformation 

Ramesh Narayanaswamy, CTO, Aditya Birla 

Capital 

 

Significant acceleration in digital transformation 

implementation in the last four months , along with 

regulatory changes has created a need to change 

some of the data / cyber security strategies . In this 

session we will learn about what are the key steps 

that needs to be taken to course correct the short 

term and long term needs of the organization from 

a security point of view.  

Watch Now 

https://www.brighttalk.com/webcast/10415/434316
https://www.brighttalk.com/webcast/10415/434317


1:30 pm  Harmonizing Serverless Security - Principles, 

Patterns and Controls 

Madhav Chablani, Chairman, CSA NCR Chapter 

 

Serverless architecture aims at changing the 

economic model of cloud computing, with the hope 

of introducing efficiency and cost savings. Serverless 

computing means that there are no servers to 

manage services. Hence in a serverless world, one 

no longer has to work on an operating system level. 

With the complexity of this business model, it is 

imperative that industry best practices are 

established to provide companies with guidelines to 

achieve compliance and security, that developers 

can effortlessly work with and employers are able to 

evaluate developers' work, and perceive the 

serverless architectural model at the same time. 

Watch Now 

 
 
 
 
 
 
 
 

https://www.brighttalk.com/webcast/10415/434318


Day 2 – 24 September  

Time  Duration  Activity 

12:00 

pm 

Welcome Message  

Dr. Hing-Yan LEE, EVP APAC, CSA 

Blockchain Use Cases & their Documentation 

Ashish MEHTA, Co -chair, CSA Blockchain WG 

This presentation will showcase the optimum way to 

document & identify a use case and whether 

deployment in the blockchain makes sense or not. 

Also,it will be sharing some of the use cases which the 

CSA Blockchain Working group has worked on and 

published in a peer-reviewed document available for 

the wider global cybersecurity community to learn from 

when they are actually deploying blockchains in their 

enterprises. 

Watch Now  

1:00 pm  CCM Addendum - Mapping of ABS Cloud 

Computing Implementation Guide 2.0 to CCM 

Arun VIVEK, Head of Cloud & Container Security – 

Cyber Security Services, Standard Chartered Bank 

Watch Now 

https://www.brighttalk.com/webcast/10415/434319
https://www.brighttalk.com/webcast/10415/434322


1:45 pm  Panel Discussion : Impact of COVID-19 on Cloud 

Adoption & Security 

 

The lockdown has been an inflexion point in the 

adoption of cloud computing; we have observed 

increased usage and adoption.  The increased usage as 

well as new cloud adoption during the current crisis is a 

positive outcome of the lockdown. The distinguished 

panel from APAC & India will offer their views and 

perspectives. 

Moderator: Vandana VERMA (Global Board of 

Directors at OWASP and President at InfosecGirls) 

Panelists: 

Satyavathi DIVADRI (Chairman, CSA Bangalore 

Chapter) 

Dr. Eiji SASAHARA (ED, CSA Japan Chapter) 

Dr. Hing-Yan LEE (EVP APAC, CSA) 

Watch Now 

 

 

 

 

 

https://www.brighttalk.com/webcast/10415/434323


Day 3 – 25 September  

Time  Duration  Activity 

12:00 

pm 

Welcome Message  

Ekta MISHRA, APAC Membership Director & Country 

Manager - India 

Software Eats Security : Zero Trust Software Defined 

Perimeter 

Keith PRABHU, Chair, CSA Mumbai Chapter 

Software is eating the world and information security is no 

different. The network perimeter no longer exists. 

Traditional IP based security can be blind-sided to 

evolving attacks. Software based perimeter enhances 

authentication capabilities. Benefits of SDP approach to 

Zero Trust. Components required for implementation 

Watch Now 

https://www.brighttalk.com/webcast/10415/434325


1:00 pm  CSA STAR – The New Paradigm for Measuring 

Security, Privacy and Governance in the cloud 

John DIMARIA (Assurance Investigatory Fellow, CSA) 

 

When a paradigm shifts, you cannot ignore change and 

count on past success. New technology can revolutionize a 

market, creating a tectonic shift in accepted practice. The 

advent of the Cloud to date has been such an advancement 

in technology and optimization of its capability the need 

for flexible access have led to an increase in business 

demand for cloud computing along with increased security 

and privacy concerns. How organizations evaluate Cloud 

Service Providers (CSPs) has become key to providing 

increased levels of assurance transparency. 

John DiMaria; CSAs Assurance Investigatory Fellow and 

one of the key innovators in the evolution of CSA STAR, 

will discuss the history behind the vison and take you on 

journey down the road through the three levels of the Open 

Certification Framework (OCF), but more importantly how 

it helps organizations optimize processes, reduce costs, 

decrease risk while meeting the continuing rigorous 

international demands on cloud services. 

Watch Now 

https://www.brighttalk.com/webcast/10415/434326


1:45 pm  Panel Discussion : Are you Prepared for the Changing 

Cybersecurity Threat Landscape? 

Moderator: Satyavathi Divadri (Chairman, CSA 

Bangalore Chapter) 

Panelists : 

Sridhar GOVARDHAN (Senior Director and Head of 

Information Security at Flipkart)  

Sunil DAVID (Regional Director, IOT, AT&T) 

Vikas YADAV (CISO, Nykaa.com) 

Watch Now 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.brighttalk.com/webcast/10415/434327
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ASDeS (I) Ltd DHHS Idemia India 
Paralok 
Information 
Security 

Time2talk Global 
Pte Ltd 

Astadia 
DICT, 
Philippines 

Indian Institute of 
Science Parexel 
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Consulting Pvt. 
Ltd. 

AT&T Digi-Sign 
Information 
Security PCS Mobile 
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Americas.com 

Atos Digisol Infosys Limited 
People 
Managers HRM 
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USA 
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Anywhere 
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Engineering 
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University 
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Private Limited 
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Corporation 
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Pvt Ltd KSL Singapore 
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Consulting 
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Pvt Ltd ZTE 
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Contact Us 

 

General inquiries: csa-apac-info@cloudsecurityalliance.org 

Membership information: csa-apac-membership@cloudsecurityalliance.org 

Research information: csa-apac-research@cloudsecurityalliance.org  

Official Website: www.cloudsecurityalliance.org 

Official APAC Website: http://www.csaapac.org/ 

Facebook: Cloud Security Alliance Asia Pacific 

LinkedIn: Cloud Security Alliance 

Twitter: @cloudsa_apac 

WeChat: csa_china 

http://www.cloudsecurityalliance.org/
http://www.csaapac.org/
https://www.facebook.com/csaapac1/?ref=bookmarks
https://www.linkedin.com/groups/1864210
https://twitter.com/

