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Cloud Security in the post COVID-19 Lockdown Era

As COVID-19 reshapes social interactions and transforms work environments to more
digital settings, cloud solutions have also emerged as the drivers of business during the
pandemic for enterprises and startups alike. The threat landscape on cyberspace and
cloud is also evolving with new vulnerabilities emerging. During this time, a key enabler
of digital transformation acceleration is cloud security, not just as an operating model
but also as a technological shift. Is this the catalyst that technology companies are
longing for?

Leading experts from ASEAN countries with domain proficiency and expertise discussed
key issues and trends facing cloud security and cybersecurity today at this 3-day virtual
Summit organized by CSA APAC & CSA Thailand Chapter on 7-9 Sep 2020.



PROGRAM

The CSA ASEAN Virtual Summit commenced with Welcome Remarks from Jim Reavis
(Co-Founder & CEO, CSA) and an opening keynote from Jakkanit KANANURAK (Vice
President for Quality of Life and Security Development and Promotion Department,
Digital Economy Promotion Agency (DEPA)/ Ministry of Digital Economy and Society)
on “Thailand After Post COVID-19: The Essential Upskill/ Reskill on Cloud Security”.

The keynote was followed by a stellar line-up of 8 presentations by invited speakers and
panel discussions (on Days 1-3). Key topics included:

e “Acceleration of Digital Transformation in a Post COVID World”
“FedRAMP - How Did We Get There and Where are We Now?”
“Hybrid Clouds - Challenges”

“Removing Barriers to Cyber Security”
“Reflective Security & DevSecOps”
“CIO's Perspective on HPC Cloud”
and three panel discussions like

e “Impact of COVID-19 on Cloud Adoption in ASEAN”

e “Cloud Adoption in ASEAN & Challenges” and

e “Aftermath of Pandemic Lockdown Cloud Adoption — Curse or Boon”.

Other industry thought leaders and eminent individuals in cloud computing and cloud
security spoke on topics such as:

e In the opening keynote speech by Dr. Jakkanit KANANURAK (VP, Digital
Economy Promotion Agency / Ministry of Digital Economy and Society) shared
the Thailand situation post COVID-19. He emphasized the need for essential
training offered by CSA on cloud security to upskill/reskill the skill force of
Thailand professionals.

e In David FAIRMAN (APAC CSO, Netskope)’s keynote presentation on
“Acceleration of Digital Transformation in a post COVID world”, he shared the
evolution of digital transformation in the recent pandemic, on how the workforce
is changing and how organizations need to think about that journey to address
cyber risks.

e “Hybrid Clouds - Challenges” was presented by Narudom ROONGSIRIWONG
(Head, IT Security, Kiatnakin Public Bank, Thailand); he provided an overview of
hybrid cloud, its risks, threats, vulnerabilities, and hybrid cloud use cases.

e Ronald TSE (CEO, Ribose & Co-Chair, CSA DevSecOps WG) shared that CSA
research is available to help organizations transition to the cloud, enhance
security in the cloud, and innovate from the cloud in this presentation “Reflexive
Security & DevSecOps”. He explained the principles and benefits of the novel
management framework around DevSecOps, presented with examples of best
practices that fit into this framework.



e Dr. Putchong UTHAYOPAS (VP for Digital Technology, Kasetsart University,
Thailand) in his presentation on “CIO's Perspective on HPC Cloud” mentioned
that the HPC and Al, or shortly HPCAI, become increasingly important for both
academics and industry. Many emerging types of research in biomedical,
genomics, material science and nanotechnology, environmental, pharmaceutical
rely heavily on the power of HPCAI for the understanding of the very large and
complex problem. Moreover, many industries such as pharmaceutical, financial
and banking, insurance, manufacturing, security rely more and more on advances
in HPCAI. He shared the security issues and concerns of the CIO who need to
handle HPC cloud infrastructure for their organization. And also highlighted
general practices and guidelines that will help the CIOs.

For full details of the program, please refer to Annex A.
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STATISTICS

The Summit saw pre-event registration of a total of 581 professionals and viewership of
700+ individuals. The program line up catered to attendees coming from different
backgrounds, roles and responsibilities, actively engaging them in the various topics
covered at the virtual summit.



By Country

United Kingdom

1.0%
Myanmar

3.7%
Australia

Singapore

3.0%
Vietnam

8.0%

Cambodia

21.9%

Malaysia

10.0%

Thailand

3.7%
Philippines

4.5%
France

1.2%
Peru

0.5%
India

18.7%

Japan

10.0%
United States

6.7%
Indonesia

2.5%

By Job Profile

Student

5.4%

Other

1.2%

C-Level/Executive

21.8%

SVP/VP

12.8%

Director

4.1%

10.3%

Manager/Team lead

45.6%



By Industry

Automotive

0.9%
Telecommunications

Agriculture & Agribusiness

4.0%

Health Care, Medical, Pharma,...

1.2%
Media, Advertising, & PR

2.2%
Government

4.9%
Financial Services - Insurance

3.1%
Energy, Chemical, & Utilities

0.9%

Financial Services - Banking &...

5.2%

Education

13.8%

Aerospace & Defense

0.3%

8.9%

Technology

52.9%

The list of companies that attended the Summit can be found in Annex B.



Annex A - Program

7 September, 2020

Time

12:00

pm

1:00 pm

1:45 pm

Activity

Welcome Remarks

Jim REAVIS, Co-Founder & CEO, CSA

Thailand After Post COVID-19: The Essential
Upskill/ Reskill on Cloud Security

Jakkanit KANANURAK, Vice President

Quality of Life and Security Development and
Promotion Department, Digital Economy
Promotion Agency (depa)/ Ministry of Digital

Economy and Society

Acceleration of Digital Transformation in a
Post COVID World
David FAIRMAN, Netskope Chief Security

Officer APAC

FedRAMP - How Did We Get There and
Where are We Now?

Katie LEWIN, Federal Director, CSA

Session Link

Watch Now

Watch Now

Watch Now


https://www.brighttalk.com/webcast/10415/431685
https://www.brighttalk.com/webcast/10415/436959
https://www.brighttalk.com/webcast/10415/431688

2.30 pm

Hybrid Clouds - Challenges
Narudom ROONGSIRIWONG, Head,

Security, Kiatnakin Public Bank, Thailand

8 September, 2020

Time

12:00

pm

1:00 pm

Activity

Welcome Remarks

Dr. SEGKHOONTHOD, Chairman, CSA
Thailand Chapter

Removing Barriers to Cyber Security

Dr. Giovanni RUSSELLO, Associate
Professor and the Head of the School of
Computer Science, University of Auckland,

New Zealand

Reflective Security & DevSecOps
Ronald TSE, CEO Ribose & Co-Chair, CSA

DevSecOps Working Group, Hong Kong

IT

Watch Now

Session Link

Watch Now

Watch Now


https://www.brighttalk.com/webcast/10415/431690
https://www.brighttalk.com/webcast/10415/419080
https://www.brighttalk.com/webcast/10415/431694
https://www.brighttalk.com/webcast/10415/431698

2:00 pm

Panel Discussion: “Impact of COVID-19
on Cloud Adoption in ASEAN”

Moderator: K. Kumpol SONATARAT, SEC,
Thailand

Panelists: Ryan TY, Chairman, CSA
Philippines Chapter

Faisal YAHYA, Cybersecurity Strategist,
Indonesia

FONG Choon Fook, Director LE Global
Services, Malaysia

Prof. Alex SIOW, Chairman, CSA Singapore

Chapter

9 September, 2020

Time

12:00

pm

Activity

Welcome Address

Dr. Hing-Yan LEE, EVP, CSA APAC

CIO's Perspective on HPC Cloud
Dr. Putchong UTHAYOPAS, Vice President
for  Digital Technology, Kasetsart

University, Thailand

Watch Now

Session Link

Watch Now


https://www.brighttalk.com/webcast/10415/431702
https://www.brighttalk.com/webcast/10415/419080
https://www.brighttalk.com/webcast/10415/431706

1:00 pm

2:00

pm

Panel Discussion: “Cloud Adoption in
ASEAN & Challenges”

Moderator: Dr. Santipat ARUNTHARI,
Committee, CSA Thailand Chapter
Panelists: OU Pannarith, Director, ICT
Security, Ministry of Posts and Telecom,
Cambodia

Philip HUNG Cao, Former Chair, CSA
Vietnam Community

Tze Meng TAN, Head of Data Cloud
Department, Malaysia Digital Economy
Corporation, Malaysia

Dr. Nantawan =~ WONGKACHONKITTI,
Deputy Manager of Student Loan Funds,

Thailand

Panel Discussion:  “Aftermath  of
Pandemic Lockdown Cloud Adoption -
Curse or Boon”

Moderator: Dr. Hing-Yan LEE, EVP, CSA

APAC

Watch Now

Watch Now


https://www.brighttalk.com/webcast/10415/431707
https://www.brighttalk.com/webcast/10415/431708

Annex B

A2A Town
Cambodia

Acaya Al
Thailand

AlA Singapore

AIG APAC
Holding Pte Ltd

AIS Thailand

Alacriti
Infosystems Pvt
Ltd

American
President Lines
(APL),

Panelists: Onn Chee WONG, CTO, Resolvo

& Co-Chair, CSA APAC Research Advisory

Council, Singapore

Philip VICTOR,

Managing Director,

Welchman Keen, Malaysia

Dr.

Assistant

Sudsanguan

Professor,

Mahidol University, Thailand

Divertise Asia

DoD USA

DTAC

DXC

Ernst & Young

ETDA Thailand

ExxonMobil

Integrated
Computer
Systems, Inc.

Ivalue
Infosolutions
India Pvt Ltd

Jewel
Paymentech

JG Summit

Holdings

Kanbawza Bank
Limited

Kantar Group

Katana Logic

Faculty of

NGAMSURIYARO],

ICT,

Oracle

Orange

Palo Alto
Networks

Pannasastra
University of
Cambodia

Paragon Micro

Phoenixict
Technologies

Prince Bank

Shoopnet

Singapore
Airlines

Singapore Post

Southeast Asia
University

SSR Singapore

Sun Life
Vietnam

Suntory
PepsiCo
Beverage



Singapore

ANZ Bank

Athena
Dynamics Pte
Ltd

AYA Bank

Bangko Sentral
ng Pilipinas

Bank of America

Bitglass

Bittnet Training

Blue Coat
Systems

Brenntag
Ingredient
Thailand

BrightTALK

Cambodia Data
Destruction

Caproasia

CAT Telecom
PCL

Fidelity
Investments

Fortinet

FPT Group

Fujitsu Limited
GB MFI Plc.

GDEXA
Singapore

Geniusto

international Ltd.

Google

Government
Pension Fund

H&R Block

HCL
Technologies

Hitachi Sunway
Data Centre
Services

HKEX

KPMG Etrc

LOPES
TROV~VEO O
HOKAGUE DA
VILA DO
PINCEL

LTA Singapore

LUMA System
Co,, Ltd.

MasterCard

PSA
International

PT. Ecotekno
Anugerah
Karya

PTC Systems
Pte Ltd

PwC
Philippines -
Isla Lipana &
Co.

QCT

Ragnar

Maybank Kimeng Corporation

Ministry of Posts

and

Telecommunicati Raven Cave

ons

MITRE

MPS

Mt Alvernia
Hospital

Myanmar Apex
Bank

National

University Health

System (NUHS)

NCS Pte Ltd

Law Firm

Thailand

Swiss Post
Solutions

Tech Mahindra

TechTarget

Testhouse
Thales

Time2talk
Global Pte Ltd

TIPPINGEDGE
CONSULTING
Pvt. Ltd.

Tokio Marine

Redek Thailand Asia Pte Ltd

Repsol
Rhipe
Technology

RloT Solutions

RNTBCI India

SAP

True Digital
Group

Trust wave

TUD Holding
Pte Ltd

Unisys

University of
Maryland



Savitransport  University of

Check Point HSBC NEC Indonesia S.p.A. Reading
Schellman & Velocis Systems
CIMB Bank IBM NeocomISP Company LLC Private Limtied
Viet Nam
Securities
Sdreatech Corporation
Citibank IBS Group Netka System Private Limited (Vnsec)
Cloud Security
Alliance ICT24H Netskope Secudemy.com VMware
Next Generation

Datacomm Technologies
Diangraha IHiS Pte Ltd Global Inc. Segroup Plc.  Yoma Bank
De La
Salle-College of NGTGlobal
Saint Benilde IHPM, AZ Incorporated Sendo Zirilio

INES Ruhengeri

Institute of

Applied NTT
Deloitte Sciences Communications Sentek Global ZTE

Contact Us

General inquiries: csa-apac-info@cloudsecuritvalliance.org
Membership information: csa-apac-membership@cloudsecuritvalliance.org
Research information: csa-apac-research@cloudsecurityalliance.org
Official Website: www.cloudsecuritvalliance.org
Official APAC Website: http://www.csaapac.org/

Facebook: Cloud Security Alliance Asia Pacific
LinkedIn: Cloud Security Alliance
Twitter: @cloudsa apac
WecChat: csa china



http://www.cloudsecurityalliance.org/
http://www.csaapac.org/
https://www.facebook.com/csaapac1/?ref=bookmarks
https://www.linkedin.com/groups/1864210
https://twitter.com/

