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Understanding Cloud Risks, Compliance & Mitigation Measures

The COVID-19 pandemic has created an instant demand for cloud-based solutions

requiring the majority of organizations to accelerate their journey to the cloud. The CSA

APAC Virtual Summit will focus on educating stakeholders on the key issues and trends

facing cloud and cybersecurity today. The event sought to deliver the education, tools

and knowledge you need to make a easier, faster pivot to the cloud. This one day

program organised by CSA APAC provided insight and a global perspective on critical

strategic cloud and cybersecurity concerns.

Leading experts with domain proficiency and expertise discussed key issues and trends

facing cloud security and cybersecurity today at this virtual summit organized by CSA

APAC on 31 March 2021.



PROGRAM

The CSA APAC Virtual Summit commenced with Welcome Remarks from Dr. Hing-Yan

LEE (EVP APAC, CSA) and an Opening Keynote address by Jim Reavis (​CEO &

Co-Founder, CSA).

The program had a stellar line-up of presentations and panel discussion key topics that

included:

● “Cloud First World : IT Responsibilities & Expectations”

● “Hybrid Cloud and Its Associated Risks”

● “Mitigation Measures for Risks, Threats, and Vulnerabilities in Hybrid Cloud

Environment”

● “Embracing ICS with Cloud Computing Necessitates Clarity of Vision”

● “Blockchain is here to Stay and Being Attacked - How we fix it?”

● “The Promise and Pitfalls of Committing to Cloud : Securing Authorization and

Architecture Off - Premise”

● “An In-depth Look at the Obligations Arising from Data Breaches”

● “How Privacy & Security Professionals can Cooperate to Achieve Better

Compliance with Laws & Standards, Reduce Risks & Costs to their Organization “

and two panel discussions with topics on

● “Cloud Security in the Age of Hybrid Clouds”

● “Security Meets Privacy on the Cloud - A Better Understanding”

Thought leaders and eminent individuals in cloud computing and cloud security who

spoke included the following: 

● ​Jim REAVIS (CEO & Co-founder, CSA) in his Welcome Address commented that

Cybersecurity is becoming Cloud Security. The COVID-19 pandemic has

accelerated the shift to cloud. VC funding & public markets overwhelmingly favor

cloud security companies. Innovative threats & mitigation strategies are in the

cloud. It’s either in the cloud or cloud-managed.

● In his talk on “Cloud First World: IT Responsibilities & Expectations,” Ashish

ADHIKARI (Lead, Customer Experience M365 Engineering team, Microsoft)

weighed in on three issues (1) What are the top risks in adoption of public cloud

service & how should we view them? (2) What are the unique security challenges

in IaaS, SaaS & hybrid environments and how can they be mitigated? And (3)

How regulatory & privacy changes are making these risks a board discussion.

● Narudom ROONGSIRIWONG (SVP, IT Security, Kiatnakin Phatra Bank

Thailand & Co-Chair, Hybrid Cloud Security WG, CSA) in his presentation on

“Hybrid Cloud & Its Associated Risks” listed the risks to include DDoS, data



leakage, perimeter protection risks, compliance risks, Misaligned SLAs,

Misaligned cloud skill sets, gap in security control maturity, and

comprehensiveness of security risk assessment.

● Feng ZOU (Co-Chair, Hybrid Cloud Security WG & Director, Cloud Security,

Huawei) spoke on “Mitigation Measures for Risks, Threats & Vulnerabilities in

Hybrid Cloud Environment” in order to implement & improve hybrid cloud risk

management and cybersecurity practices.

● William HO (Co-Chair, ICS Security WG, CSA) on “Embracing ICS with Cloud

Computing Necessitates Clarity of Vision” gave an overview on how

understanding the trend, security concerns & the state of ICS cloud can help

pave the way to gaining clarity.

● The panel discussion on "Cloud Security in the Age of Hybrid Clouds" was

moderated by WONG Onn Chee (CTO, Resolvo Systems) with panelists Ian LOE

(CTO, NE Digital), Narudom ROONSIRIWONG (SVP & Head of IT Security

Kiatnakin Phatra Bank & Co-chair, Hybrid Cloud Security WG, CSA) and Feng

ZOU (Director of Cybersecurity Planning and Compliance, Huawei & Co-chair,

Hybrid Cloud Security WG, CSA). These experts addressed the following issues:

What are the differences between hybrid and multi clouds? Is a hybrid cloud one

or two clouds? How does a CSC manage two different clouds under different

ownership? And ensure their different security compliance? What are the

challenges in using hybrid clouds?

● Kurt SIEFRIED (Chief Blockchain Office & Director, Special Projects, CSA) in his

talk on “Blockchain is Here to Stay & Being Attacked – How We Fix It,” observes

that blockchains are being attacked because that is where the money is. There

are many immature providers & users with bad security to be aware of.

● Steven SIM (President, ISACA Singapore Chapter) spoke on “The Promise &

Pitfalls of Committing to Cloud: Securing Authorisation & Architecture

Off-Premise”.

● Riwzi WUN (Partner, RHTLaw Asia LLP) spoke on “Obligations Arising from

Data Beaches: A Perspective on Strategy” argues why having a strategy is crucial

to preparation for & implementation of a contingency that may or may not

happen, and knowledge on what evidence to gather, own weakness & the latest

risks/threats.



● Francoise GILBERT (Global Privacy Strategist, CSA) in her presentation on “How

Privacy & Security Professionals Can Cooperate to Achieve Better Compliance &

Reduce Risks & Costs” observes that there are clear synergies between privacy &

security professionals in using common tools (but some discrepancies), adopting

common standard processes, etc. She sees value in building a bridge between the

two groups to improve communication, benefit from information, analysis or

resources, increase savings & efficiencies, and combine brain power. She

welcomes participation & feedback for the “Privacy for Security Professionals”

Project.

● The panel discussion on “"Security Meets Privacy on the Cloud - A Better

Understanding" moderated by Tze Meng TAN (Head of Data Cloud Department,

MDEC), with panelists Madhav CHABLANI (Consulting CIO, TippingEdge

Consulting), Riwzi WUN (Partner, RHTLaw Asia) and Sarbojit M BOSE

(Education Director, CSA Singapore Chapter & CCSK Instructor) seeks to better

appreciate the importance of Privacy (or often referred to as Data Protection) in

one's cloud adoption journey. Security and privacy are non-identical twins when

it comes to providing tools to secure the users' data. Enterprises today are

realizing the importance of both, since business impact will be immense if these

issues are ignored.

For full details of the program, please refer to Annex A.

PARTICIPATING ORGANISATIONS

https://www.csaapac.org/csaapacsummit2021.html


MARKETING ACTIVITIES

STATISTICS

The Summit saw a total of 1000+ professionals in registration and over 800+ attendees

(as of 14 April 2021). The program catered to attendees coming from different

backgrounds, roles and responsibilities, actively engaging them in the various topics

covered at the virtual summit.

* This figure includes the viewers of the recorded sessions after the live event.



By Country

By Job Profile

Other include - Solution Architect, Project Engineer, Project Managers, Cyber security

specialist, Consultant, Crypto Hardware Engineer, Information Security Analyst,

Retired, Professor



By Industry

The list of companies that attended the Summit can be found in Annex B.

Annex A

Time Activity Session Link



9:00 am​ ​Welcome Remarks
​Dr. Hing-Yan LEE (EVP APAC, CSA)
​
Opening Address - 2021 The Cloudzilla
Era of Cybersecurity
Jim REAVIS (CEO & Co-Founder, CSA)

Keynote - Cloud First World : IT
Responsibilities & Expectations
Ashish KUMAR ADHIKARI (Lead –
Customer Experience Engineering – M365
Security & Compliance, Microsoft)
​
Cloud security remains a top priority for
customers. This keynote highlights the
current problem, thinking model and
how some Cloud services come to deliver
recommended practices. It will provide
you a glimpse into three key issues: .
What is the top risk in adoption of public
cloud service and how can they be
controlled? What are the unique security
challenges in IaaS, SaaS and Hybrid
environments and how can they be
mitigated? How regulatory and privacy
changes are making this risks a
board-level discussion and how
AI/automation can evolve to aid an IT
organization in having a controlled pane
environment.

Watch Now

https://www.brighttalk.com/webcast/10415/468932


10:00 ​am Hybrid Cloud and Its Associated Risks
​Narudom ROONSIRIWONG (SVP, IT
Security, Kiatnakin Phatra Bank,
Thailand & Co-chair, Hybrid Cloud
Security WG, CSA)
​
As businesses are developing rapidly,
many cloud consumers find that a single
public/private cloud or traditional
on-premises data center is no longer able
to meet service requirements.
Organizations are increasingly choosing
hybrid cloud environments and services
to meet their needs. However, hybrid
clouds pose different risks and thus bring
on a different set of challenges to
security.This presentation will provide an
overview of Hybrid Cloud, demonstrate
its risks, threats and vulnerabilities, and
give examples of Hybrid Cloud use cases.

Watch Now

10:45 ​ am Mitigation Measures for Risks, Threats,
and Vulnerabilities in Hybrid Cloud
Environment ​
Feng ZOU (Director of Cybersecurity
Planning and Compliance, Huawei &
Co-chair, Hybrid Cloud Security WG)

Hybrid clouds are often the starting point
for organizations in their cloud journey.
However, any cloud model consists of
risks, threats, and vulnerabilities. Earlier
this year, the Hybrid Cloud Security
Working Group examined hybrid cloud
model risks, threats, and vulnerabilities
in its Hybrid Clouds and Its Associated
Risks white paper. However, after this
review of risks, threats, and
vulnerabilities, it’s critical to identify
adequate mitigation controls. This
presentation will cover countermeasures
organizations can implement to improve
hybrid cloud risk management and
cybersecurity practices.

Watch Now

https://www.brighttalk.com/webcast/10415/468933
https://www.brighttalk.com/webcast/10415/468934


11:30 ​ am Embracing ICS with Cloud Computing
Necessitate Clarity of Vision
​William HO (Co-chair, ICS Security WG,
CSA)

Understanding the trends, security
concerns and state of Industrial Control
Systems (ICS) cloud helps pave the way.
ICS with access to the cloud via
web-enabled services are where IT and
OT (Operational Technology) converge
resulting in an integrated process and
information flow that brings with it a
more complex architecture. As ICS
advances from communicating with
networks within the enterprise to
interacting externally via IoT platforms
and the cloud, the efficiency,
effectiveness and scalability. These
advances create additional complexity
and a larger attack surface which in turn
has increased the opportunity for
cyberattacks.

Watch Now

https://www.brighttalk.com/webcast/10415/468935


12:15 pm Cloud Security in the Age of Hybrid
Clouds

​Timothy Grance (NIST) shared that no
hybrid cloud existed when he
co-authored the landmark NIST
definition of different clouds. He has
never expected hybrid clouds to become
so pervasive and popular. This panel of
experts will endeavor to address the
following issues: What are the
differences between hybrid and multi
clouds? Is a hybrid cloud one or two
clouds? How does a CSC manage two
different clouds under different
ownership? And ensure their different
security compliance? What are the
challenges in using hybrid clouds?
​
MODERATOR : Onn Chee WONG (CTO,
Resolvo Systems Pte Ltd)
PANELISTS:

● Ian LOE (CTO, NE Digital)
● Narudom ROONSIRIWONG (SVP &

Head of IT Security Kiatnakin
Phatra Bank & Co-chair, Hybrid
Cloud Security WG, CSA)

● Feng ZOU (Director of
Cybersecurity Planning and
Compliance, Huawei & Co-chair,
Hybrid Cloud Security WG, CSA)​

Watch Now

1:00​ pm Break -

https://www.brighttalk.com/webcast/10415/468936


1:30 pm Blockchain is Here to Stay and Being
Attacked - How do we fix it?
​Kurt SEIFRIED (Chief Blockchain Officer &
Director of Special Projects, CSA)

Blockchains are here to stay, and they’re
being attacked. Why? Because that’s
where the money is, literally (have you
seen the price of Ethereum lately?).
Combine this with Turing complete
smart-contracts (often with security
flaws) and it becomes obvious why
attackers are so interested. The good
news is that we’ve done this before, and
we can not only learn from the past but
we know what the gaps are this time
around and we can close them faster. In
this session, I’ll cover the real attacks
we’re seeing today, and the attacks we
can expect to see tomorrow. We’ll also
talk about how to prevent them, and what
the future (might) bring with respect to
Blockchain security.

Watch Now

2:15 pm The Promise and Pitfalls of Committing
to Cloud : Securing Authorization and
Architecture Off - Premise
Steven SIM (President, ISACA Singapore
Chapter)

With accelerated cloud adoption
particularly during the COVID-19
pandemic, cloud has become a life-line to
numerous organizations for sustaining
their operations working from home, but
yet it also raises the concern of
embroiling into a cyber pandemic of
malware outbreak, data breaches and
disrupted operations. This presentation
hopes to help the audience to navigate
the realities of on-premise to cloud
migration and address key security
concerns relating to new vectors of attack
that off-premise operations invite.

Watch Now

https://www.brighttalk.com/webcast/10415/468938
https://www.brighttalk.com/webcast/10415/468941


3:00 pm ​ An In-depth Look at the Obligations
Arising from Data Breaches
Rizwi WUN (Partner, RHTLaw Asia)

The presentation will look at obligations
and desired responses arising from data
breaches.

Watch Now

3:45 pm​ How privacy & security professionals can
cooperate to achieve better compliance
with laws & standards, reduce risks &
costs to their organization
Francoise GILBERT (Global Privacy
Strategist, CEO of DataMinding, Inc.)
​
The pandemic has caused drastic changes
in the way in which most entities operate.
In this new ecosystem, cloud services
have become the primary source of
computing and processing capabilities.
Increased use of cloud services requires
an increased workforce to manage and
operate these systems, and ensure that
compliance requirements are met and
best practices maintained. Cloud services
encompass numerous privacy and
security issues. At a time when privacy
and security professionals are scarce,
organization may help increase efficiency
and do more with less if they can
encourage privacy and security
professionals to cooperate in their tasks.
In this session we will discuss some of
the new privacy and security issues that
cloud users and providers may be facing,
and how cooperation between privacy
and security professionals might help
increase efficiency.

Watch Now

https://www.brighttalk.com/webcast/10415/468942
https://www.brighttalk.com/webcast/10415/468943


4:30 pm Panel Discussion - Security Meets Privacy
on the Cloud - A Better Understanding

​Security and privacy are twins when it
comes to providing tools to secure the
users' data. However, they are
non-identical twins; they are different.
Security relates to the protection of data
from threats, such as hackers, while
privacy encompasses how personal data
is collected, managed, stored and shared.
Enterprises today are realizing the
importance of both, since business
impact will be immense if these issues
are ignored.

MODERATOR : Tze Meng TAN (Head of
Data Cloud Department, Digital
Infrastructure and Services Division,
MDEC)
PANELISTS:

● Madhav CHABLANI (Chairman,
CSA NCR Chapter & Consulting
CIO, TippingEdge Consulting)

● Riwzi WUN (Partner, RHTLaw
Asia)

● Sarbojit M BOSE (Education
Director, CSA Singapore Chapter &
CCSK Instructor)

Watch Now
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Contact Us

General inquiries: csa-apac-info@cloudsecurityalliance.org

Membership information: csa-apac-membership@cloudsecurityalliance.org

Research information: csa-apac-research@cloudsecurityalliance.org

Official Website: www.cloudsecurityalliance.org

Official APAC Website: http://www.csaapac.org/

Facebook: Cloud Security Alliance Asia Pacific

LinkedIn: Cloud Security Alliance

Twitter: @cloudsa_apac

WeChat: csa_china

http://www.cloudsecurityalliance.org
http://www.csaapac.org/
https://www.facebook.com/csaapac1/?ref=bookmarks
https://www.linkedin.com/groups/1864210
https://twitter.com/

