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Emerging Cloud Security Threats, Paradigms & Solutions

The adoption of cloud computing in the enterprise has come a long way. With the
maturity of cloud services and the significant amount of resources cloud service
providers have invested into securing their offerings, CSA has witnessed an ‘upwards
shift’ in the prominence of key cloud security issues. With the cloud security focus now
shifting upwards, cloud users need to be crystal clear about the shared responsibility
model of the cloud and brush up security postures of what they have implemented in the
user space of the technology stack.

Leading experts with domain proficiency and expertise discussed the key issues and
trends facing cloud security and cybersecurity today at this 3-day virtual Summit
organized by CSA APAC on 20-22 October 2020.



PROGRAM

The CSA APAC Virtual Summit was a 3-day virtual conference with each day themed as -
Emerging Cloud Security Threats, Security Paradigm (Zero Trust) & Cloud Security
Solutions, respectively. The Summit commenced with welcome remarks from Jim
Reavis (Co-Founder & CEO, CSA) and an opening keynote on “Why AI Needs Cyber
Security Urgently” from Prof. Yu Chien Siang (Chief Innovation & Trust Officer, Amaris
AI) on Day 1

The keynote was followed by a stellar line-up of presentations by invited speakers and
panel discussions (on Days 1-3). Key topics included:

“Disrupting yourself and your Adversaries in the Cloud”

“State of Cybersecurity 2020: Cloud Security Threats and Security Practices”
“Modeling Against the Top Threats in Cloud”

“SASE Economics: The New Frontier of Cloud Security”

“SDP & ‘Black-Cloud’ Protection”

“Zero Trust and Identity as a Service”

“Coronavirus, Computer Virus, Cyber Threats: A False Sense of Security”
“Watching the STARSs”

and two panel discussions like

“There is no more Enterprise Perimeter. Now What?” and
“The Current & Future of Cloud Security Strategy”

Industry thought leaders and eminent individuals in cloud computing and cloud
security spoke on topics such as:

In the opening keynote speech from Prof. Yu Chien Siang (Chief Innovation &
Trust Officer, Amaris AI) on “Why Al Needs Cyber Security Urgently”’addressed
the evolution of Al robustness cum security, what the best practices are, design
principles to operate Al securely, how to measure how strong the Al model would
be and the common knowhow in this area of adversarial attacks. He also shared
how to defend future Smart Nation and strategic Al systems well and be able to
manage the fast developing Al risks and vulnerabilities.

Mickey Perre (Security Specialist, Elastic) in his keynote presentation on
“Disrupting yourself and your Adversaries in the Cloud” shared tactical methods
to disrupt your own organisation from risky cloud deployment practices and
actionable advice to prevent adversaries from taking advantage of harmful cloud
practices.

Phoram Mehta (President, ISACA Singapore Chapter)’s presentation on “State of
Cybersecurity 2020: Cloud Security Threats and Security Practices”, which is the
latest report based on survey conducted in Q4 2019, focused on the threat



landscape, the measures security professionals employ to keep their enterprises
safe, and key trends and themes in the practice of security.

“Modeling Against the Top Threats in Cloud” was presented by John Yeoh
(Global VP of Research, CSA) where he shared how CSA Top Threats report can
be used to protect against the latest attacks and high profile breaches of the past
year. Leveraging the latest Deep Dive attack model, popular breaches are broken
down into the threats, risks, and vulnerabilities that were exposed. Critical
mitigations and controls are also shared to make sure your organization is
prepared for these types of attacks.

In a keynote presentation by Jonathan Andresen (Senior Director Marketing,
Asia-Pacific & Japan Bitglass) on Day 2, he highlighted how Secure Access
Service Edge (SASE) has become one of the hottest topics in the IT industry. In
his presentation on “SASE Economics: The New Frontier of Cloud Security” he
cuts through the hype to explain the fundamentals of SASE, and how it compares
to typical network and cloud security architectures. It will cover real-world use
cases for securing SASE, and the benefits of moving to a cloud-first SASE
platform.

Ms. Juanita Koipillai (Founder & CEO, Waverly Labs), in her presentation on
“SDP & 'Black-Cloud' Protection,” explored the merits and performance of
Software Defined Perimeters to withstand DDoS attacks in multiple network
implementations including hybrid cloud applications, network function
virtualization and software defined networks.

As the threat landscape and cybersecurity risks are an ever present threat in
2020, it is clear that measures have to be taken to be more mindful of what end
users, people, applications and IOT device connections we allow through the
virtual network defences into the platform and software services. Ms. Nya Alison
Murray (CEO, Trac-Car Technology), in her presentation on “Zero Trust and
Identity as a Service,” emphasised the importance of Identity Management and
Access Control which is required to ensure they effectively protect data centre
resources.

Day 3 keynoter Dr. Ngair Teow-Hin (CEO, SecureAge Technology), in his
presentation on “Coronavirus, Computer Virus, Cyber Threats: A False Sense of
Security,” discussed the history of computer virus, cyber threat and why
enterprises can be insecure due to having a false sense of cyber security. He also
discussed how computer users can get infected by computer virus and what they
can do about it.



e Sanjeev Gupta (Director, Certification Partners Global), in his presentation on
“Watching the STARs,” reviewed what Certification means, in the most important
criterion for a business and sales. How does a Certification Program achieve this?
And what are the costs, not just direct. How should an organisation begin this
process, what to look out for, and what do you get at the end? He also reviewed
the differences of the CSA STAR with other cloud security programs.

For full details of the program, please refer to Annex A.
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What?
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STATISTICS

The Summit saw pre-event registration of a total of 866 professionals and viewership of
over 900+ individuals. The program line up catered to attendees coming from different
backgrounds, roles and responsibilities, actively engaging them in the various topics

covered at the virtual summit.



By Country

United Kingdom Australia
5.1% 5.1%
Philippines China
7.6% 3.8%
Hong Kong
4.1%
Mauritius
0.6%
Japan
6.3%
Singapore Malaysia
25.3% 8.0%
Germany
0.5%
India
Thailand 15.2%
3.3%
United States Indonesia
11.4% 1.4%
By Job Profile
Student
4.0%
C-Level/Executive
25.3%
Other
26.2%
SVP/VP
5.0% Director
19.2%

Manager/Team lead
20.2%

Others include - Solution Architect, Project Engineer, Project Managers,Cyber security
specialist, Consultant, Crypto Hardware Engineer, Information Security Analyst,
Retired, Professor



By Industry

Agriculture & Agribusiness
0.6%

Education

7.4%

Professional Services (Accou...
14.7%

Retail

0.6%

Manufacturing

2.2%

Construction & Property
0.4%

Transportation & Distribution
1.8%

Telecommunications
5.9%

Technology
29.5%

Health Care, Medical, Pharma...
1.5%

Government
16.2%

Aerospace & Defense
0.3%

Energy, Chemical, & Utilities
0.7%

Financial Services
17.7%

The list of companies that attended the Summit can be found in Annex B.
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Welcome Remarks &
Keynote - Why Al

needs Cyber Security
Urgently?

Jim REAVIS, Co-founder & CEO, CSA &
Prof. YU Chien Siang, Chief Innovation
& Trust Officer, Amaris Al
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Welcome Remarks & Keynote: Why Al Needs Cyber Security Urgently?

Traditionally, cyber security systems have been adding Al capabilities to detect unknown malware, zero day attacks and to
analyse logs to detect abnormalities to discover frauds, insider attacks and denial of service malfunctions. However, these

sophisticated Al systems are themselves attackable via Adversarial Examples. For instance, one could bypass an email

anti-phishing. .. IEEIIOLG
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Disrupting

Yourself and Your
Adversaries in the
Cloud

Mickey Perre, Senior Solution Architect -
Security Specialist, Elastic

7T

Disrupting yourself and your Adversaries in the cloud

As organisations lift and shift workloads into the cloud they are required to not only protect themselves from external threats
but also from internal disruptions such as multi cloud deployment sprawl, de-centralised management of these cloud

services and the most damaging lack of centralised security and visibility. As we lean forward into. . [IEEIRNoE

v A | APAC Summit
ePM | 2020

State of
Cybersecurity 2020:

Cloud Security
Threats and
Security Practices

Phoram MEHTA, President, ISACA
Singapore Chapter

State of Cybersecurity 2020: Cloud Security Threats and Security Practices
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For the last 3+ years ISACA has been conducting member surveys around the world on the State of Cybersecurity. The
latest report based on a survey conducted in Q4 2019 focuses on the threat landscape, the measures security professionals

employ to keep their enterprises safe, and key trends and themes in the practice ISillL_carn more]
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Modelling Against
the Top Threats in
Cloud

John YEOH, Global VP of Research,
CSA

Modeling Against the Top Threats in Cloud
Since 2010, the CSA Top Threats report has revealed major security concerns in cloud computing from top industry

professionals. John shares how the report can be used to protect against the latest attacks and high profile breaches of the

past year. Leveraging the latest Deep Dive attack model, popular breaches are broken...
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The New Frontier of Cloud
Security

Dr. Hing-Yan LEE, EVP CSA APAC &
Jonathan Andresen, Senior Director,
Marketing & Products, Asia Pacific &
Japan, Bitglass

Welcome Remarks & Keynote — SASE Economics: The New Frontier of Cloud Security


https://www.brighttalk.com/webinar/state-of-cybersecurity-2020/?utm_source=Main&utm_medium=email&utm_term=0_c981f8ae72-374dd57519-&utm_campaign=374dd57519-EMAIL_LMS_NoTestAttempts_COPY_01
https://www.brighttalk.com/webinar/modeling-against-the-top-threats-in-cloud/?utm_source=Main&utm_medium=email&utm_term=0_c981f8ae72-374dd57519-&utm_campaign=374dd57519-EMAIL_LMS_NoTestAttempts_COPY_01
https://www.brighttalk.com/webinar/modeling-against-the-top-threats-in-cloud/?utm_source=Main&utm_medium=email&utm_term=0_c981f8ae72-374dd57519-&utm_campaign=374dd57519-EMAIL_LMS_NoTestAttempts_COPY_01
https://www.brighttalk.com/webinar/sase-economics-the-new-frontier-of-cloud-security/?utm_source=Main&utm_medium=email&utm_term=0_c981f8ae72-374dd57519-&utm_campaign=374dd57519-EMAIL_LMS_NoTestAttempts_COPY_01

Secure Access Service Edge (SASE) has become one of the hottest topics in the IT industry. Fueled by cloud services, the

rise of BYOD and fast tracked by the new reality of remote working, direct-to-cloud platforms radically disrupt the economics

of traditional IT security. By 2024, Gartner predicts that 40% of companies.. .
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SDP & 'Black- Cloud’
Protection

Juanita Koilpillai,
Founder/CEQ, Waverley Labs

SDP & ‘Black-Cloud’ Protection

Security has become of paramount importance in recent times, especially due to the advent of cloud computing and
virtualization. With so many devices in the mix, users have the choice of working from anywhere they want. The rapid

increase in global IP traffic have challenged network service providers to scale and improve...|Migignlogs
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Zero Trust and
Identity as a
Service

Nya Alison MURRAY, CEO, Trac-Car
Technology

Zero Trust and Identity as a Service

As the threat landscape and cybersecurity risks are an ever present threat in 2020, it is clear that measures have to be
taken to be more mindful of what end users, people, applications and IOT device connections we allow through the virtual

network defences into the platform and software services. As malware...|WzigiRloys
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Panel Discussion -
There is no More

Enterprise

There is no more enterprise perimeter. Now What?

With more and more emphasis on cloud computing, the traditional enterprise perimeter is being redefined. This means
enterprises must think differently when considering cybersecurity protection. The panel will explore changes enterprises

should consider for risk management. This session will be moderated by Bob Flores, Founder and CTO of Applicology Inc.

Panelists include:...[REIfaNatlo](=]

Day 3 - 22 October
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Welcome Remarks &
Keynote - Coronavirus,
Computer Virus, Cyber

Threats : A False Sense
of Security

Ekta MISHRA, APAC Membership
Director & Country Manager — India &
Dr. NGAIR Teow-Hin, CEO, SecureAge

Welcome Remarks & Keynote: Coronavirus, computer virus, cyber threats: A false
sense of security
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With most office workers working from home due to Coronavirus pandemic, computer virus attacks on home computers are
now a major issue facing the world. In this talk, we discuss the history of computer virus, cyber threat and why enterprises

can be insecure due to having a false sense of cyber security.. . . [ MeEIiaNle](=
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Watching the
STARs

Sanjeev GUPTA, Director,
Certification Partners Global

Watching the STARSs

We review what Certification means, in the most important criterion for a business, sales. How does a Certification Program
achieve this? And what are the costs, not just direct. How should an Organisation begin this process, what to look out for,
and what do you get at the end? We also review. . . MeEI{aNo](=
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Panel Discussion —

The Current &
Future of Cloud
Security Strategy

The Current & Future of Cloud Security Strategy
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Join fellow CISOs for this panel discussion about Cloud Security strategy in 2020 and beyond. Where should you place your

bets (and your budget)? How can you protect your organization from the new threats? And perhaps, most importantly, what

do you say to the CEO who comes looking to you for cloud. . .|ReEIfaNle] (=]
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Contact Us




General inquiries: csa-apac-info@cloudsecuritvalliance.org
Membership information: csa-apac-membership@cloudsecurityalliance.org
Research information: csa-apac-research@cloudsecurityalliance.org
Official Website: www.cloudsecuritvalliance.org
Official APAC Website: http://www.csaapac.org/

Facebook: Cloud Security Alliance Asia Pacific
LinkedIn: Cloud Security Alliance
Twitter: @cloudsa apac
WeChat: csa china
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