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Overview  
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- What is the “ Top Threats” report 
- Recent Top Threats identification 
- How are they used? 
- What does this mean for my business? 
- Security Analysis
- Executive Communication 



Before We Begin   
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- Ransomware attacks grew by 41% in 2022 and identification and 
remediation for a breach took 49 days longer than the average breach.

- The average cost of a data breach in the United States in 2022 was 
$9.44 million, according to IBM data.

- Cybersecurity Ventures predicts cybercrime will cost $10.5 trillion 
annually by 2025.
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What is “Top Threats”



Purpose of Top Threats
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Identify major breaches in the last few years to raise 
awareness of threats, risks, and vulnerabilities in the cloud 

enterprise space. 

Provide a means for logical threat analysis that incorporates 
mitigation techniques.

There is no limitation to its use.



Executive Usage 

6

• Quickly understand common risks and threats in cloud 

• Compare and contrast the type of enterprise space impacted 

• Plain and concise language to understand business impact 

• Know what to ask your security team

• Communicating risk 



How Are Threats Identified 
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- Collaboration of the working group 

- Identifying the main security flaws and appropriately categorizing them

- Top Threats Survey report 
- 30-40 risk and threats get compiled and refined to a small subset
- Gives the enterprise a say in what they have seen 
- Brings together the same ideologies and forecasts from multiple industries
- Reaffirming what’s seen in the wild 



The Current Top Threats 
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Utilize The findings 
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Utilize The findings 
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Utilize The findings 
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Utilize The Findings 

12



Utilize the Findings 
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Threat#1 -
Insufficient Id, Credential, Access and Key 
Mgt, Privileged Accounts

About 
& 

Business Impacts 



Anecdotes & Examples

2019 | CapitalOne AWS Breach 

A former Amazon employee was arrested and charged with stealing more 
than 100 million consumer applications for credit from Capital One.

82% of companies unknowingly give 3rd parties access to all their cloud data*

https://www.wiz.io/blog/82-of-companies-unknowingly-give-3rd-parties-access-to-all-their-cloud-data


Understand Cloud IAM

VM

App 1

App 2

Key Vault Database

App Data 1

App Data 2



Key Takeaways, Controls & Reflection

● AIM FOR Zero Trust, seek and destroy admin privileges

● Design & segregate IAM

● As attackers target cloud identities, shift to defend them



Security Issue #4 -
abc abc



Anecdotes & Examples

*causing widespread downtime for over 1,000 companies

● Arch;auto updates

● Arch;one auth-
bypass zero day 

● Strategy;automated, 
zero touch updates



Key Takeaways, Controls & Reflection

● Risk, legal and compliance in cloud & design decisions

● Design principles and strategy MORE important as unknown 
& pace grow, not less

● Design for no one zero-day or compromise to lead to game 
over



Other Architectural and Strategy 
Considerations

● Avoid Lift-and-Shift

● Avoid Monolithic Applications

● Avoid hardcoding config in application code

● Use Artifact Promotion

● Restrict Privileged Access to Production Environment



If I were an Executive…
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• I would compare the newest version to the last publication
• What was significant? 
• Does this align to our current strategy? 
• Are we even in cloud? 

• Put this in front of my security team to brief me on what we have controls or visibility 
around CURRENTLY

• What companies were impacted by these in the last year? 
• Breach fine? 
• Regulation issues? 
• Negative outside looking in perspective? 



If I were a board member…
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• I would want to see current performance indicators addressing controls in each of those 
risk or threat areas
• SPECIFIC TO CLOUD

• Likelihood of our business data becoming public knowledge i.e., breach 

• Tabletops to ensure executive team members are all on the same page for cyber security

• Culture shift. Let the board know these exist, and what you are doing to solve it from 
happening. Because it will. Maybe not a breach…but some fault or flaw will impact 
business. 



Questions?
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