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ŚȈɽȃ�ƺȢɁʍǁ�ƺɁȴɥʍɽȈȶǼ� ǹƃɰɽ�ƹǉƺɁȴȈȶǼ� ɽȃǉ� �ě� ɰʰɰɽǉȴ�Ɂǹ� ƺȃɁȈƺǉӗ� ǉȶɽǉɨɥɨȈɰǉɰ�ƃɨǉ� ɨǉƃɥȈȶǼ� ɽȃǉ� ʤƃɨȈɁʍɰ�ƹǉȶǉˎɽɰӗ� ɰʍƺȃ�ƃɰ�
Ȉȶƺɨǉƃɰǉǁ� ƃǼȈȢȈɽʰ� ƃȶǁ� ȢɁʥǉɨǉǁ� ƺƃɥȈɽƃȢ� Ȉȶʤǉɰɽȴǉȶɽɰӝ� Śȃƃɽ� ȃƃʤǉ� ȶɁɽ� ɰʍǹˎƺȈǉȶɽȢʰ� ɥɨɁǼɨǉɰɰǉǁ� ƃɨǉ� ɨǉȢƃɽȈʤǉȢʰ� Ɂʍɽǁƃɽǉǁ�
ȴȈȶǁɰǉɽɰ�ȴƃȶʰ�ƺɁɨɥɁɨƃɽǉ�ƺȈɽȈ˃ǉȶɰ�ɰɽȈȢȢ�ȃƃʤǉ�ƃƹɁʍɽ�ȈȶǹɁɨȴƃɽȈɁȶ�ɰʰɰɽǉȴɰ�ɰǉƺʍɨȈɽʰӝ�ěɁ�ɽȃǉȴӗ�Ȉɽ�Ȉɰ�ɰɽȈȢȢ�ƃ�ǁɁȴƃȈȶ�ʤǉɨʰ�ȴʍƺȃ�
ɽȃǉ�ɥʍɨʤȈǉʥ�Ɂǹ�ɽȃǉȈɨ��ě�ǁǉɥƃɨɽȴǉȶɽӗ�ƃȢɽȃɁʍǼȃ�ɽȃǉʰ�ȴȈǼȃɽ�ȶɁɽ�ɨǉƃǁȈȢʰ�ƃǁȴȈɽ�Ȉɽӝ�ěȃȈɰ�Ȉɰ�ǁǉɰɥȈɽǉ�ɽȃǉ�ȶʍȴǉɨɁʍɰ�ƺʰƹǉɨɰǉƺʍɨȈɽʰ�
ǉǁʍƺƃɽȈɁȶƃȢ�ƃȶǁ�ƃʥƃɨǉȶǉɰɰ�ɥɨɁǼɨƃȴȴǉɰ�ɽȃƃɽ�ǉȶɽǉɨɥɨȈɰǉɰ�ȃƃʤǉ�ƹǉǉȶ�ɨɁȢȢȈȶǼ�Ɂʍɽӝ

ŚȃȈȢǉ�ʥǉ�ʥǉɨǉ�ƃƹȢǉ�ɽɁ�Ǽǉɽ�ƃʥƃʰ�ʥȈɽȃ�ɰʍƺȃ�ȴʰɁɥȈƺ�ʤȈǉʥɰ�Ȉȶ�ɽȃǉ�ɥƃɰɽӗ�ƺɁɨɥɁɨƃɽǉ�ƺȈɽȈ˃ǉȶɰ�ȶǉǉǁ�ɽɁ�ʍȶǁǉɨɰɽƃȶǁ�ɽȃƃɽ�ɽȃǉ�
ƹʍɰȈȶǉɰɰ�ɨȈɰȟɰ�Ɂǹ�ɰʍƺȃ�ƺɁȴɥȢƃƺǉȶɽ�ȴȈȶǁɰǉɽɰ�ƃɨǉ�Ȉȴȴǉȶɰǉӝ��ɽ�Ȉɰ�ȶɁ�ȢɁȶǼǉɨ�ƃȶ�Ȉɰɰʍǉ�Ɂǹ�ԄɰɁȴǉɁȶǉ�ǉȢɰǉԇɰ�ɥɨɁƹȢǉȴԅӝ��ƺƺɁɨǁȈȶǼ�
ɽɁ�ɽȃǉ�ÇƃɽȈɁȶƃȢ�:ʰƹǉɨ�ČǉƺʍɨȈɽʰ��ȢȢȈƃȶƺǉӗ�ћѕ�ɥǉɨƺǉȶɽ�Ɂǹ�ɰȴƃȢȢ�ƃȶǁ�ȴȈǁɰȈ˃ǉ�ƹʍɰȈȶǉɰɰǉɰ�ɽȃƃɽ�ʥǉɨǉ�ʤȈƺɽȈȴɰ�Ɂǹ�ǁƃɽƃ�ƹɨǉƃƺȃǉɰ�
Ɂɨ�ȃƃƺȟɰ�ʥǉȶɽ�Ɂʍɽ�Ɂǹ�ƹʍɰȈȶǉɰɰ�ʥȈɽȃȈȶ�ɰȈʯ�ȴɁȶɽȃɰӝ�Kʤǉȶ�ȢƃɨǼǉ�ǉȶɽǉɨɥɨȈɰǉɰ�ɽȃƃɽ�ʥǉɨǉ�ƃƹȢǉ�ɽɁ�ɥʍȢȢ�ɽȃɨɁʍǼȃ�ɽȃǉ�ƺƃȢƃȴȈɽʰ�
Ɂǹ�ƃ�ƹɨǉƃƺȃ�Ɂɨ�ƃɽɽƃƺȟ�ʥǉɨǉ�Ȣǉǹɽ�ǁǉƃȢȈȶǼ�ʥȈɽȃ�ɨǉɥǉɨƺʍɰɰȈɁȶɰ�Ɂǹ�ɽȃǉ�ȈȶƺȈǁǉȶɽ�ǹɁɨ�ȴɁȶɽȃɰӗ� ȈȶƺȢʍǁȈȶǼ�ɥƃʰȈȶǼ�ǹɁɨ�ɥɁɽǉȶɽȈƃȢ�
ɥǉȶƃȢɽȈǉɰ�ȈȴɥɁɰǉǁ�ƹʰ�ǁƃɽƃ�ɥɨȈʤƃƺʰ�ƃʍɽȃɁɨȈɽȈǉɰӝ��ȶ�ɽȃǉ�ƺƃɰǉ�Ɂǹ�ǁƃɽƃ�ƹɨǉƃƺȃǉɰӗ�ƺɁȴɥƃȶȈǉɰ�ƺɁʍȢǁ�ƹǉ�ˎȶǉǁ�ƃ�ɰɽƃǼǼǉɨȈȶǼ�љՐ�
Ɂǹ�ɽȃǉȈɨ�ƃȶȶʍƃȢ�ɽʍɨȶɁʤǉɨ�Ɂɨ�їѕ�ȴȈȢȢȈɁȶ�KʍɨɁɰ�ʍȶǁǉɨ�ɽȃǉ�KʍɨɁɥǉƃȶ�ĩȶȈɁȶԇɰ�{ǉȶǉɨƃȢ�Aƃɽƃ�ĀɨɁɽǉƺɽȈɁȶ�ĄǉǼʍȢƃɽȈɁȶӝ�ČǉƺʍɨȈɽʰ�Ȉɰ�
ƃ�ƹʍɰȈȶǉɰɰ�ɥɨɁƹȢǉȴ�ʥȈɽȃ�ɽȃǉ�ȢȈʤǉȢȈȃɁɁǁ�Ɂǹ�ǉʤǉɨʰ�ƺɁɨɥɁɨƃɽǉ�ƺȈɽȈ˃ǉȶ�ƃɽ�ɰɽƃȟǉӝ

YOU ARE PART OF THE ATTACK SURFACE
Understanding the potential fallout when the enterprise 
Ȉɰ�ȃȈɽ�ƹʰ�ƃ�ƺʰƹǉɨɰǉƺʍɨȈɽʰӸɨǉȢƃɽǉǁ�ȈȶƺȈǁǉȶɽ�Ȉɰ�Ɂȶǉ�ɰȈǁǉ�Ɂǹ�ɽȃǉ�
ƃʥƃɨǉȶǉɰɰ� ƺɁȈȶӝ� :ɁɨɥɁɨƃɽǉ� ƺȈɽȈ˃ǉȶɰ� ɰȃɁʍȢǁ� ƃȢɰɁ� ƹǉ� ǹʍȢȢʰ�
aware that every individual in the enterprise forms part 
Ɂǹ� ɽȃǉ� ƃɽɽƃƺȟ� ɰʍɨǹƃƺǉ� ƃȶǁ� Ȉɰ� ʤʍȢȶǉɨƃƹȢǉӝ� �ȶ� ƃɽɽƃƺȟǉɨ�ʥȈȢȢ�
ȴƃȟǉ�ƃɽɽǉȴɥɽɰ�ƃɽ�ƃȶ�ǉȶɽǉɨɥɨȈɰǉԇɰ�ȟǉʰ�ƃɰɰǉɽɰ�ƹʰ�ȢɁɁȟȈȶǼ�ǹɁɨ�
ɽȃǉ�ʥǉƃȟǉɰɽ� ȢȈȶȟӗ� ɨƃɽȃǉɨ� ɽȃƃȶ�ɽƃɨǼǉɽȈȶǼ�:ӸȢǉʤǉȢ�ɥǉɨɰɁȶȶǉȢ�
ʥȃɁ�ƃɨǉ�ʍɰʍƃȢȢʰ�ʍȶǁǉɨ�ƺȢɁɰǉɨ�ɰƺɨʍɽȈȶʰ�ƹʰ�ƺʰƹǉɨ�ǁǉǹǉȶǁǉɨɰӝ�
ěȃǉ� ʥǉƃȟǉɰɽ� ȢȈȶȟɰ� ƃɨǉ� Ɂǹɽǉȶ� ɰʍƺƺǉɰɰǹʍȢȢʰ� ǉʯɥȢɁȈɽǉǁ�
ɽȃɨɁʍǼȃ� ɥȃȈɰȃȈȶǼ� ӯɽɨȈƺȟȈȶǼ� ʤȈƺɽȈȴɰ� ȈȶɽɁ� ɰȃƃɨȈȶǼ� ɰǉȶɰȈɽȈʤǉ�
ȈȶǹɁɨȴƃɽȈɁȶӰӗ� ɰɥǉƃɨӸɥȃȈɰȃȈȶǼ� ӯɥǉɨɰɁȶƃȢȈɰǉǁ� ƃȶǁ� ɽƃɨǼǉɽǉǁ�
phishing) and social engineering, which are still very much 
ɽȃǉ�ɥɨȈȴƃɨʰ�ƃɨɰǉȶƃȢ�ʍɰǉǁ�ƹʰ�ƃɽɽƃƺȟǉɨɰ�ʥȃǉȶ�ɽƃɨǼǉɽȈȶǼ�ɽȃǉ�
ǉȶɽǉɨɥɨȈɰǉӝ��ƺƺɁɨǁȈȶǼ�ɽɁ�ƃ�ǁƃɽƃ�ƹɨǉƃƺȃ�ɨǉɥɁɨɽӗ�ѝѕ�ɥǉɨƺǉȶɽ�
Ɂǹ�ȃƃƺȟȈȶǼӸɨǉȢƃɽǉǁ�ƹɨǉƃƺȃǉɰ�ƃɨǉ�ɰɽȈȢȢ�ɽȈǉǁ�ɽɁ�ƺɁȴɥɨɁȴȈɰǉǁ�
ƃȶǁ�ʥǉƃȟ�ƺɨǉǁǉȶɽȈƃȢɰӝ��ȶ�ɰȃɁɨɽӗ�ǉʤǉɨʰ�ǉȴɥȢɁʰǉǉӗ�ɨǉǼƃɨǁȢǉɰɰ�
Ɂǹ� ɰǉȶȈɁɨȈɽʰӗ� ȶǉǉǁɰ� ɽɁ� ȟǉǉɥ� Ȉȶ� ȴȈȶǁ� ɽȃƃɽ� ɽȃǉʰ� ƺƃȶ� ƹǉ� ƃ�
ɥɁɽǉȶɽȈƃȢ�ɽƃɨǼǉɽ�ǹɁɨ�ƃɽɽƃƺȟǉɨɰ�ɽɁ�ƺɁȴɥɨɁȴȈɰǉ�ɽȃǉ�ǉȶɽǉɨɥɨȈɰǉӝ

NECESSARY INCONVENIENCE AND A DOSE OF 
HEALTHY PARANOIA
In view of the evolving threat landscape, we would even 
ǼɁ�ƃɰ� ǹƃɨ� ɽɁ� ɰƃʰ� ɽȃƃɽ�ǉʤǉɨʰ�ƺɁɨɥɁɨƃɽǉ�ƺȈɽȈ˃ǉȶ� ɰȃɁʍȢǁ�ȃƃʤǉ�
a minimum level of general and basic understanding of 
information systems and cloud security (as it becomes the 
ǁǉǹƃʍȢɽ��ě�ɰʰɰɽǉȴӰӗ�Țʍɰɽ�ȢȈȟǉ�ȃɁʥ�ǉƃƺȃ�ǉȴɥȢɁʰǉǉ�ȃƃɰ�ƃ�ƹƃɰȈƺ�
ʍȶǁǉɨɰɽƃȶǁȈȶǼ� Ɂǹ� ˎȶƃȶƺǉӗ� ȴƃɨȟǉɽȈȶǼӗ� ȃʍȴƃȶ� ɨǉɰɁʍɨƺǉɰ�
ǉɽƺӝ�ěȃǉ�ȈǁǉƃȢ�ɁʍɽƺɁȴǉ�Ȉɰ�ǉʤǉɨʰ�ǉȴɥȢɁʰǉǉ�ȈȶƺʍȢƺƃɽǉǁ�ʥȈɽȃ�
ƃ�ȢȈɽɽȢǉ�ƹȈɽ�Ɂǹ�ԆȃǉƃȢɽȃʰ�ɥƃɨƃȶɁȈƃԇ�ɽɁ�ɽƃȟǉ�ƃ�ɥƃʍɰǉ�ƃȶǁ�ɽȃȈȶȟ�
ƹǉǹɁɨǉ�ɥȢʍǼǼȈȶǼ�Ȉȶ�ɽȃƃɽ�ĩČ9�ɰɽȈƺȟ�ɥȈƺȟǉǁ�ʍɥ�ƃɽ�ɽȃǉ�Ɂǹˎƺǉ�
lobby, before opening the email attachment announcing 
the annual bonuses, or before entering their credentials 
ȈȶɽɁ�ƃȶʰ�ʥǉƹɰȈɽǉɰӝ

WHAT ABOUT CLOUD SECURITY? 
As cloud adoption surges ahead in the enterprise, cloud 
ɰǉƺʍɨȈɽʰ� ʥȈȢȢ� ȈȶƺɨǉƃɰȈȶǼȢʰ� ƹǉ� Ȉȶ� ɽȃǉ� ɰɥɁɽȢȈǼȃɽӝ� ěȃȈɰ� ǁɁǉɰ�
not mean that the cloud is any less secure than other 
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ɁʍɽɰɁʍɨƺǉǁ� Ȉȶǹɨƃɰɽɨʍƺɽʍɨǉ� Ɂɨ� ɰǉɨʤȈƺǉɰӝ� ťɁʍ� ȴȈǼȃɽ� ȃƃʤǉ�
ƃȶǉƺǁɁɽƃȢȢʰ� ȃǉƃɨǁ� ƺȢƃȈȴɰ� ɰʍƺȃ� ƃɰ� ɁȶӸɥɨǉȴȈɰǉ� Ɂɨ� ɥɨȈʤƃɽǉ�
ƺȢɁʍǁ� Ȉȶǹɨƃɰɽɨʍƺɽʍɨǉɰ�ƃɨǉ�ȴɁɨǉ�ɰǉƺʍɨǉ�ɽȃƃȶ�ɥʍƹȢȈƺ�ƺȢɁʍǁӝ�
Or you might have seen irrational procurement processes 
that impose much stricter requirements on CSPs, 
sometimes with requirements far exceeding those that 
ɽȃǉ� ǉȶɽǉɨɥɨȈɰǉ� ȈȴɥȢǉȴǉȶɽɰ� Ɂȶ� ƹʍɰȈȶǉɰɰӸƺɨȈɽȈƺƃȢ� ɰʰɰɽǉȴɰӝ�
�ɨǉ�ɰʍƺȃ�ƹȈƃɰǉǁ�ʤȈǉʥɰ�Ɂǹ�ɽȃǉ�ƺȢɁʍǁ�ȚʍɰɽȈˎǉǁӞ

ÃƃȚɁɨ�:ČĀɰ�Ɂɥǉɨƃɽǉ�ɰɁȴǉ�Ɂǹ�ɽȃǉ�ȢƃɨǼǉɰɽ��ě�Ȉȶǹɨƃɰɽɨʍƺɽʍɨǉɰ�
ɽȃǉ�ʥɁɨȢǁ�ȃƃɰ�ǉʤǉɨ�ɰǉǉȶӗ�ɰǉɨʤȈȶǼ�ȴȈȢȢȈɁȶɰ�Ɂǹ�ƺʍɰɽɁȴǉɨɰӝ� �ɽ�
is in their economic best interest to invest substantially in 
ɰǉƺʍɨȈɽʰӝ��ȢɽȃɁʍǼȃ�ɽȃȈɰ�ǁɁǉɰ�ȶɁɽ�ɽɨƃȶɰȢƃɽǉ�ɽɁ�ƹǉȈȶǼ�ȈȶǹƃȢȢȈƹȢǉ�
(the only secure computer is one that is unplugged and 
ȟǉɥɽ� Ȉȶ� ƃ�ƹɁʯӰӗ� ɽȃǉʰ� ƃɨǉ�ǁǉˎȶȈɽǉȢʰ� ɨʍȶȶȈȶǼ� ƃ� ɽȈǼȃɽǉɨ� ɰȃȈɥ�
ƃȶǁ�ɨȈʤƃȢ�ƃȶʰ�ȢƃɨǼǉ�ǉȶɽǉɨɥɨȈɰǉԇɰ�ɰǉƺʍɨȈɽʰ�ɽǉƃȴɰӝ

ěȃǉ� ƺɁɨɥɁɨƃɽǉ� ƺȈɽȈ˃ǉȶ� ɰȃɁʍȢǁ� ɨǉƺɁǼȶȈɰǉ� ɽȃƃɽ� ʍɰȈȶǼ� ƺȢɁʍǁ�
ɰǉɨʤȈƺǉɰ� Ȉɰ� ƃȟȈȶ� ɽɁ� ɁʍɽɰɁʍɨƺȈȶǼӗ� ƃȶǁ� ɽȃǉɨǉǹɁɨǉ� ɰȃɁʍȢǁ�
ǉʯǉɨƺȈɰǉ� ɽȃǉ� ɰƃȴǉ� ȚʍǁǼǉȴǉȶɽ� ƃȶǁ� ɥɨʍǁǉȶƺǉ� ƃɰ� Ȉȶ� ƃȶʰ�
outsourcing arrangements when it comes to procuring 
ƺȢɁʍǁ�ɰǉɨʤȈƺǉɰӝ

THE SHARED RESPONSIBILITY MODEL
Cloud users will no longer need to worry about security 
ƹǉƺƃʍɰǉ�ɽȃǉʰ�ƃɨǉ�ɽƃȟǉȶ�ƺƃɨǉ�Ɂǹ�ƹʰ�ɽȃǉ�:ČĀɰӞ�ěȃƃɽ�ƺɁʍȢǁ�ȶɁɽ�

ƹǉ� ǹʍɨɽȃǉɨ� ǹɨɁȴ� ɽȃǉ� ɽɨʍɽȃӝ��ȶʰ� ƺɁɨɥɁɨƃɽǉ� ƺȈɽȈ˃ǉȶ�ȴƃȟȈȶǼ�
use of cloud services should have a basic understanding 
of the Shared Responsibility Model, a fundamental 
ǹɨƃȴǉʥɁɨȟ� ǹɁɨ�ƺȢɁʍǁ�ɰǉƺʍɨȈɽʰ� ɽȃƃɽ�ǁǉɽǉɨȴȈȶǉɰ�ʥȃǉɨǉ�ɽȃǉ�
security obligations of the CSP ends and where it starts 
ǹɁɨ� ɽȃǉ� ʍɰǉɨɰӝ� AǉɥǉȶǁȈȶǼ� Ɂȶ� ɽȃǉ� ƺȢɁʍǁ� ɰǉɨʤȈƺǉ� ȴɁǁǉȢ�
ӯ�ȶǹɨƃɰɽɨʍƺɽʍɨǉӸƃɰӸƃӸČǉɨʤȈƺǉӗ� ĀȢƃɽǹɁɨȴӸƃɰӸƃӸČǉɨʤȈƺǉӗ� Ɂɨ�
ČɁǹɽʥƃɨǉӸƃɰӸƃӸČǉɨʤȈƺǉӰ� Ȉȶ� ʍɰǉӗ� ɽȃǉ� ǉȶɽǉɨɥɨȈɰǉ� ƃɰ� ƃ� ƺȢɁʍǁ�
ʍɰǉɨ�ʥȈȢȢ�ȃƃʤǉ�ǁȈǹǹǉɨȈȶǼ�ȢǉʤǉȢɰ�Ɂǹ�ɨǉɰɥɁȶɰȈƹȈȢȈɽʰӝ�yɁɨ�ǉʯƃȴɥȢǉӗ�
if the enterprise deploys a proprietary messaging software 
on the public cloud, the CSP will be responsible for 
ensuring that the underlying infrastructure is secure, 
whereas the enterprise will be responsible for ensuring 
ɽȃƃɽ�ɽȃǉ�ȴǉɰɰƃǼȈȶǼ�ɰɁǹɽʥƃɨǉ�Ȉɰ�ǹɨǉǉ�Ɂǹ�ʤʍȢȶǉɨƃƹȈȢȈɽȈǉɰӝ�ěȃǉ�
detailed responsibilities are typically spelled out in the 
ƺɁȶɽɨƃƺɽʍƃȢ�ɰǉɨʤȈƺǉ�ȢǉʤǉȢ�ƃǼɨǉǉȴǉȶɽɰӝ

HEALTHY PARANOIA
�ȶǹɁɨȴƃɽȈɁȶ� ɰʰɰɽǉȴɰ� ɰǉƺʍɨȈɽʰ� Ȉɰ� ȶɁ� ȢɁȶǼǉɨ� Țʍɰɽ� ƃ� ƺɁȶƺǉɨȶ�
ǹɁɨ�ɽȃǉ��ě�ǁǉɥƃɨɽȴǉȶɽɰӝ��ɽ�ƃǹǹǉƺɽɰ�ǉƃƺȃ�ƃȶǁ�ǉʤǉɨʰ�ƺɁɨɥɁɨƃɽǉ�
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Further adding to the complexity 

is the ever-shifting and sometimes 

invisible IT perimeter the modern 

enterprise struggles to have visibility of 

and defend. Some statistics extracted 

from published reports to consider:

Enterprises 
already use 
cloud services, 
and 83 percent 
of enterprise 
workloads will 
be in the cloud 
by 2020

Workers use a 
smartphone 
for work 
purposes

94 60% %

The average 
enterprise uses

Shadow or 
unsanctioned 
IT makes up

IT spending in 
large enterprises

іӗљїќ %јѕ
40

distinct cloud 
services


