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YOU ARE PART OF THE ATTACK SURFACE
Understanding the potential fallout when the enterprise

NECESSARY INCONVENIENCE AND A DOSE OF
HEALTHY PARANOIA
In view of the evolving threat landscape, we would even

aware that every individual in the enterprise forms part

a minimum level of general and basic understanding of
information systems and cloud security (as it becomes the

lobby, before opening the email attachment announcing
phishing) and social engineering, which are still very much

the annual bonuses, or before entering their credentials

WHAT ABOUT CLOUD SECURITY?
As cloud adoption surges ahead in the enterprise, cloud
not mean that the cloud is any less secure than other

use of cloud services should have a basic understanding
of the Shared Responsibility Model, a fundamental
Or you might have seen irrational procurement processes
that impose much stricter requirements on CSPs,

security obligations of the CSP ends and where it starts

sometimes with requirements far exceeding those that

if the enterprise deploys a proprietary messaging software
is in their economic best interest to invest substantially in
(the only secure computer is one that is unplugged and

on the public cloud, the CSP will be responsible for
ensuring that the underlying infrastructure is secure,
whereas the enterprise will be responsible for ensuring
detailed responsibilities are typically spelled out in the

HEALTHY PARANOIA
outsourcing arrangements when it comes to procuring

THE SHARED RESPONSIBILITY MODEL
Cloud users will no longer need to worry about security

TODAY’S IT PERIMETER IS

Further adding to the complexity
is the ever-shifting and sometimes
invisible IT perimeter the modern
enterprise struggles to have visibility of
and defend. Some statistics extracted
from published reports to consider:
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