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Executive Summary

Introduction

Today, cloud represents the preferred IT system by which organizations will transform
themselves over the coming years. As cloud represents the future of an agile enterprise, new
technology trends, such as Internet of Things, quantum computing, and container
technologies extend the benefits of cloud — but also creates new attack vectors for ambitious
and resourceful adversaries. The summit will discuss global governance, the latest trends in

technology, the threat landscape, security innovations, best practices and global governance

in order to help organizations address the new frontiers in cloud security.
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The Cloud Security Alliance(CSA), the world’s leading organization dedicated to defining and
raising awareness of best practices to help ensure a secure cloud computing environment,
hosted its Inaugural CSA Hyderabad Summit on 26 September 2018 at the Lemon Tree
Premier Hotel. The Summit attracted over 320 C-levels, government dignitaries, and decision
makers and featured a launch of the CSA Hyderabad Chapter. CSA regional chapters are

essential to CSA’s mission to promote the secure adoption of cloud computing.

Program

Dr. Lee Hing-Yan, Executive Vice President of CSA APAC, and Dr. Amar Prasad
Reddy, Director General National at Cyber Safety & Security Standards opened the Summit
addressing both international and local insights on Cloud Security respectively. The event was
also attended by high-profile individuals in the tech and IT industry. The Summit delivered a
total of 11 presentations from renowned speakers, experts, and thought leaders, addressing
hot topics such as Cloud Adoption in Enterprises, DevSecOps approach to Cloud Security,
Can Blockchain deliver on IoT and Cloud Security?, Data Privacy in Cloud, Cloud Access

Security Brokers (CASBs) and Connected Vehicle Security.

Presentations were made by the industry’s notable thought leaders in cloud, who spoke on

topics such as:

e Dr. Amar Prasad Reddy (Director General, National Cyber Safety & Security
Standards) talked about the importance of Cloud Security in Governance in India.

e “Securing Connected Vehicles” — Satyavathi Divadari (Director — Cyber Security,
Cognizant Technology Solutions Pvt Ltd) talked about the evolution of smart
connected vehicles, vulnerabilities in the system and suggested recommendations to
secure them. Session also included case studies of attacks on connected vehicles and
detailed discussion on the root causes.

e “Can Blockchain deliver on loT and Cloud Security?” - Inderjith Develur (Group CIO,
KIMS Hospitals Pvt Ltd) talked about the rapid proliferation of loT devices and cloud
options for public health records (PHR), asked if blockchain technology has what it
takes to provide the much needed security. But can it? Will it? What are the
challenges? What will change for Blockchain in the next 5 years? Can PHR and loT

become a viable and safe reality?
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e “Data Privacy in Cloud” - The EU General Data Protection Regulation (GDPR) and
other privacy laws are leading the evolving regulatory landscape, creating unease
across organizations globally in the journey to cloud. Subhaijit De (CISO, Dr. Reddy’s
Laboratories) outlined data privacy and security governance best practices for cloud
migrations.

e “Global Digital Health Infrastructure and Future of India-Japan Partnership” - Dr. Eiji
Sasahara (Executive Director, CSA Japan Chapter) introduced the landscape of
digital health infrastructure and cloud adoption in Japan, and Refer to Business
Opportunities of Japan-India Collaboration by utilizing CSA's Cross-Chapter

Resources.

For full details of the program, please refer to Annex A. For the photos taken at the summit,

please see Annex C.

The Summit was made possible by sponsorship from Trend Micro and Cognizant Technology

Solutions.

As a part of the Summit, CSA also organized a CXO Dinner for the C-suite on the theme of

“Cloud Security”. The dinner was sponsored by F5. Please refer to Annex D for details.
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Marketing

Awareness creation and promotion was undertaken vis direct mailing to CSA APAC database
as well as via social media on LinkedIn and Facebook. Registration was made via Eventbrite.

Ekta Mishra ans
Research Analyst at Cloud Security Alliance
@ 1w
weuwse  Cloud Security Alliance Asia Pacific added a new phototo ~ *** Learn about importance of Governance in Cloud Security at
" the album: CSA Hyderabad Summit 2018 — at Lemon Tree #csahyderabadsummit2108
Premier. #cloudsecurity ...see more

Published by Ekta Mishra [?] - September 6 at 7:55 AM - @

Hear from the speakers about "Enterprise Grade Security" at the CSA
Hyderabad Summit 2018.

To view the agenda https://www.csaapac.org/hydsummit2018.html

Dr. Amar Prasad REDDY
Director General National
Cyber Safety & Security
Standards
Keynote on the

importance of Cloud
Security in Governance.
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Audience

A total of 327 people registered to attend the event. Of these, the number of actual attendees

was 137 (41.9%). We attribute the absence to several factors, including:

(a) The long weekend that followed religious holiday in Hyderabad.

(b) CSA’s first time presence in Hyderabad and new to the growing IT community there.
(c) The local’s preference of attending such an event on a weekend.

Attendees by Job Title

C- Suite
24.8%

Managers
16.8%

Attendees by Industry

Banks
11.6%

Academia
13.8%

Consulting
23.2%

The list of companies that attended the summit can be found in Annex B.
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Annex A : Summit Program

Duration
Time
8:30-9:30 1 hour
AM
9:30 - 9:40 10 mins
AM
9:40 - 20 mins
10:10 AM
10:10 - 30 mins
10:30 AM
10:30 - 30 mins
11:00 AM
11:00 - 30 mins
11:30 AM
11:30 - 30 mins
12:00 PM

Activity

Registration

Welcome Remarks

Enterprise Cloud Security with CSA”
Jim REAVIS, Co-Founder & CEO, Cloud Security Alliance

“Keynote on the Importance of Cloud Security in
Governance”
Dr. Amar Prasad REDDY (Director-General, National
Cyber Safety & Security Standards)

"Securing Connected Vehicles for Smart Cities"
Satyavathi DIVADRI (Director - Cyber Security,
Cognizant Technology Solutions)

“The DevSecOps approach to Cloud Security”
Biswajit DE (Senior Technical Consultant, TrendMicro)

Tea Break
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12:00 -
12:30 PM

12:30 -
1:00 PM

1:00 - 2:00
PM

2:00 - 2:30
PM

2:30 - 3:00
PM

3:00 -
3:30 PM

3:30 - 4:00
PM

4:00 - 4:30
PM

4:30 - 5:00
PM

30 mins

30 mins

1 hour

30 mins

30 mins

30 mins

30 mins

30 mins

30 mins

"Can Blockchain deliver on IoT and Cloud Security?"
Inderjith DEVELUR (Group CIO, KIMS Hospitals)

"Cloud Security - Tools, Process and People”
Smita KAMAT (Executive Vice President, BroadRidge)

Lunch Break

"Data Privacy in Cloud"
Subhajit DEB (Chief Information Security Officer, Dr.
Reddy’s Laboratories)

“Cloud Access Security Brokers (CASBs) - Just
Another Fancy Term?”
Haojie ZHUANG (Research Director APAC, CSA)

Tea Break

"Global Digital Health Infrastructure and Future of
India-Japan Partnership”
Eiji SASAHARA (Executive Director, CSA Japan
Chapter)

“Are You a STAR?”
Dr. Hing-Yan LEE (EVP APAC, CSA)

CSA Hyderabad Chapter Call-to-Action Raghava
GURRAPU (Board Member, CSA Hyderabad Chapter)
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Annex B : Companies that attended the Summit

Agility e service

Alacriti Info Systems

Anurag College of Engineering
Aspire Tech

Attunix

Aurora Engineering College
Aurora's Technological and Research institute
B.V.Raju Institute of Technology
Berkadia

Brain o Vision

BroadRidge

CA Technologies

Cognizant

Colruyt Group

Deloitte

Dr Reddys Lab

Drils

Edge Verve

HackerOne

Hewlett Packard Enterprise India Pvt Ltd.
Hitachi Consulting

HSBC

ICT Academy

IDRBT

Indian NeWS

InfoMagnum

Intellect

Intelligence India Software Solutions Private
Limited

JDA Software

JLL

Kanaxis Software solutions Pvt Ltd
Kantar

KIMS Hospitals

National Cyber Safety & Security Standards
Neovante

Nissan Motors

NMREC

Nprodax

NTWIST

Optum

Oracle

PALS Global solutions
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Qualcomm

QuestDA

S-Square Systems
Satvan

SDG Corprations

SSJ Engineering college
Sytech labs

Tata Communications
TCS

Tech Mahindra
Thompson Reuters
TNS India Pvt. Ltd.
TrendMicro

Ubn gtech solutions India Pvt Ltd
Virtusa

VNR VJIET

Wells Fargo

Wipro

Wissen infotech

Yash Technologies
Yum Network Services
Zeta

E 9/26/2018



Annex C : Photo Gallery

Dr. Amar Prasad REDDY (Director General,
National Cyber Safety & Security

Standards) giving keynote address on
“Keynote on the Importance of Cloud Security
in Governance”

The DevsecOps A

How we can make it wil

Satyavathi DIVADRI (Director,
Cybersecurity, Cognizant Technology
Solutions) on “Securing Connected
Vehicles for Smart Cities”
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Biswaijit DE (Senior Technical Consultant,
TrendMicro) on “The DevSecOps approach to
Cloud Security”
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Smita KAMAT (EVP, BroadRidge) on "Cloud
Security - Tools, Process and People”
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Haojie ZHUANG (Research Director APAC,
CSA) on “Cloud Access Security Brokers
(CASBs) - Just Another Fancy Term?"

Inderjith DEVELUR(Group CIO, KIMS
Hospitals) on "Can blockchain deliver on

Subhaijit DEB (CISO, Dr Reddy's Labs)
on "Data Privacy in Cloud"
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Dr. Eiji SASAHARA (ED, CSA Japan
Chapter) on "Global Digital Health
Infrastructure & Future of India-Japan
Partnership"
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Dr. Hing-Yan LEE (EVP APAC, CSA) on “How
to be a STAR in Cloud Security”

Raghava GURRAPU (Board member,
CSA Hyderabad Chapter) issuing a call-
to-action to rally the audience to join the
local chapter
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Annex D : CSA CXO Dinner @ Hyderabad

The Cloud Security Alliance CXO Roundtable Series is an event that will be held in APAC cities

such as Bangalore, Hong Kong, Taipei and Singapore. Other cities may follow.

Recognised as the worldwide Think tank leader that performs research and advocacy concerning
Cloud Computing and Cybersecurity, the CSA has been organizing CXO Roundtable since 2014
with great success. The CXO Roundtable is a great opportunity to meet and network with senior
government officials and corporate decision makers to discuss and exchange ideas about how to
shape the future of cloud computing security. It is an excellent platform to facilitate intimate
conversation and touch base with key executive management from corporate enterprises, hence
delivering effective lead generation. Moreover, it allows your organisation to demonstrate thought

leadership in the area of the theme of the roundtable.

The CSA CXO Roundtable is hosted by the CSA APAC Office and co-hosted by the respective
CSA Chapter. It is a theme-based luncheon that is facilitated by a research analyst where there
will be takeaways from the luncheon/dinner, allowing for continuous touch points until the next
roundtable. It is exclusively an end-user only roundtable where up to twenty (“20”) senior decision
makers from corporate enterprises shall be invited and the sponsors shall be the only providers

allowed in the roundtable. There should be no more than three (“3”) sponsors each roundtable.

The CSA CXO Dinner @ Hyderabad was held on the evening of 26 September after the
conclusion of the CSA Hyderabad Summit earlier that day. The dinner was held at the Lemon

Tree Premier Hotel.
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Annex E : Contact Us

General inquiries: csa-apac-info@cloudsecurityalliance.org

Membership information: csa-apac-membership@cloudsecurityalliance.org

Research information: csa-apac-research@cloudsecurityalliance.org

Official Website: www.cloudsecurityalliance.org

Facebook: Cloud Security Alliance Asia Pacific

LinkedIn: Cloud Security Alliance

Twitter: @cloudsa apac

WeChat: csa china
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