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● Information Leakage Triangle

● (In)famous cases of data leakages from cloud 
● DEFICT Framework
● Application of DEFICIT Framework to actual cases

Agenda
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Fire Triangle
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Information Leakage Triangle
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PDPC Enforcement Decisions to date
● Excluding non-monetary directions or non-breaches, PDPC has 
imposed S$3,328,400.00 in financial penalties across 217 cases 
as at 17 April 2023, since the 1st published decision on 21 April 
2016.
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PDPC Enforcement Decisions to date
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An egregious example of cloud leakage

Source: 
https://www.bloomberg.com/news/article
s/2022-07-04/hackers-claim-theft-of-
police-info-in-china-s-largest-data-
leak?leadSource=uverify%20wall
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PDPC Enforcement Decisions to date
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DEFICIT Framework
1. A practical data protection framework we used to advise clients.

2. Can be applied to cloud or on-prem environment.
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DEFICIT Framework
• D eterrence
• E ncryption
• F orensics
• I nstant protection
• C lassification
• I dentity Protection
• T hin Clients
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DEFICIT Framework + IL Triangle
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Case Study 1: Shanghai Police Department
Researchers found that the database itself was secure, but that a management 
dashboard was publicly accessible from the open internet, allowing anyone with 

basic technical skills to grab the information without needing a password. 
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Case Study 1: Shanghai Police Department
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Case Study 2: Accenture
The exposed Amazon S3 storage services contained hundreds of GB of 

sensitive data, including secret API data, authentication credentials, 
certificates, decryption keys, customer information, and more. 
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Case Study 2: Accenture
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Case Study 2: Accenture
This issue was not new. Similar cases were reported years before. 
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Proposed playbook to data leakages from cloud
1. Remove leaking file immediately OR take the affected website 

offline and isolate immediately. 

2. Show last good copy or show a user-friendly maintenance 
page.

3. Clone the offline affected server and perform forensics analysis 
on the cloned copy.

4. Analyse the network and web server access logs to identify 
where the data was leaked to. 

5. Monitor search engines, public forums, dark web, social media 
and P2P file sharing networks for any public sharing of leaked 
data.
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Proposed playbook to data leakages from cloud
6. Assess the privacy impact of the leakage and inform the 

persons affected by the leakage.

7. Report to PDPC or sector regulators, such as MAS.
8. Submit forensics evidence to the police if it is due to malicious 

attacks, including the identified source of attacks.
9. Identify the last good copy backup of the cloud site content and 

restore the last good backup onto new web instances and/or 
database instances. DO NOT go live with the restored site yet.

10.Remove any identified backdoor or vulnerability from the 
restored copy and apply patches if new ones are available.
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Proposed responses to data leakages from cloud
11.Harden the web application server and its host OS.

12.Perform vulnerability assessment and penetration testing of the 
restored cloud site.

13.Ensure any new settings on the network defenses are properly 
configured.

14.Go live with restored cloud site.

15.Implement tighter content upload procedures, e.g. 4-eyes 
principle for all content upload.

16.Implement egress monitoring on all outbound responses after 
cloud site is restored.
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THE END
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Thank You for Your Attention

Data Leakages from the Cloud - Forgotten 
Child in Cloud Security


