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e Information Leakage Triangle

e (In)famous cases of data leakages from cloud
e DEFICT Framework

e Application of DEFICIT Framework to actual cases
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Information Leakage Triangle
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PDPC Enforcement Decisions to date

e Excluding non-monetary directions or non-breaches, PDPC has
imposed S$3,328,400.00 in financial penalties across 217 cases
as at 17 April 2023, since the 1st published decision on 21 April

2016.
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PDPC Enforcement Decisions to date

Enforced Cases by Channel of Breach
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An egregious example of cloud leakage

® Live Now Markets Economics Industries Technology Politics Wealth  Pursuits  Opinion Businessweek Equality Gree

gf;%hef;g'e%%ymy Hackers Claim Theft of Police Info in
China’s Largest Data Leak

= Unknown cyberattackers claim to have info on a billion Chinese
= The claim triggered speculation online and in security circles

ATty iy P Ty -y Source:

s, u https://www.bloomberg.com/news/article
== s/2022-07-04/hackers-claim-theft-of-
WALL = STREET police-info-in-china-s-largest-data-

leak?leadSource=uverify%20wall

WATCH: Hackers claimed to have stolen data on as many as a billion Chinese residents after
breaching a police database. Edwin Chan reports. Source: Bloomberg

July 4, 2022 at 1:27 PM GMT+8
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DEFICIT Framework

1. A practical data protection framework we used to advise clients.

2. Can be applied to cloud or on-prem environment.



DEFICIT Framework
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DEFICIT Framework + IL Triangle
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Case Study 1: Shanghai Police Department

Researchers found that the database itself was secure, but that a management
dashboard was publicly accessible from the open internet, allowing anyone with

basic technical skills to grab the information without needing a password.
THE WALL STREET JOURNAL.
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China Police Database Was
Left Open Online for Over a
Year, Enabling Leak

Cybersecurity experts say error allowed theft of records of nearly 1
billion people, leading to $200,000 ransom note

By Karen Hao [Follow | in Hong Kong and Rachel Liang (Follow| in Singapore -

July 6, 2022 11:05 am ET



Case Study 1: Shanghai Police Department
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Case Study 2: Accenture

The exposed Amazon S3 storage services contained hundreds of GB of
sensitive data, including secret API| data, authentication credentials,
certificates, decryption keys, customer information, and more.

Accenture data leak: 'Keys to the kingdom' left exposed via
multiple unsecured cloud servers
BY INDIAASHOK ON10/11/17 AT 7:24 AM
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Case Study 2: Accenture
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Case Study 2: Accenture

This issue was not new. Similar cases were reported years before.

Arnazon Simple Storage Buckets TL.eak Owner’'s
IData

BEBv: Bogdan Bote=atu | - —omment @ O | March 29, 2013 | Posted i

a1 Imndustry News

Almost 2,000 storage buckets from cloud provider Amazon are inadvertently exposing
confidential user data due to improper configuration by the customer, according to a
study by Metasploit vendor Rapid7.

Buckets are logical storage containers that companies use for purposes from mirroring
downloads to storing office documents or local backups., They canmn be set as either public or
private, and access to thhe files is granmnted as such. If they are set as public, the bucket’'s contents
can be listed and accessed by anyvone who knows the UJRL of the bucket. The URL can easily be
deduced as it follows a predefimned format (such as http:/Ys3S. amazonaws.com/J bucket__ mname]S or 16
http ://[bucket__ name]l.sS. amazonaws.com/Js), it's easy to predict the bucket's URL by running

Nmnames in a dictionary, for instance.




Proposed playbook to data leakages from cloud

1. Remove leaking file immediately OR take the affected website
offline and isolate immediately.

2. Show last good copy or show a user-friendly maintenance
page.

3. Clone the offline affected server and perform forensics analysis
on the cloned copy.

4. Analyse the network and web server access logs to identify
where the data was leaked to.

5. Monitor search engines, public forums, dark web, social media
and P2P file sharing networks.-for.any public sharing of leaked



Proposed playbook to data leakages from cloud

6. Assess the privacy impact of the leakage and inform the
persons affected by the leakage.

/. Report to PDPC or sector regulators, such as MAS.

8. Submit forensics evidence to the police if it is due to malicious
attacks, including the identified source of attacks.

9. ldentify the last good copy backup of the cloud site content and
restore the last good backup onto new web instances and/or
database instances. DO NOT go live with the restored site yet.

10.Remove any identified backdoor or vulnerability from the
restored copy and apply patches.if-new ones are available. ¢



Proposed responses to data leakages from cloud

11.Harden the web application server and its host OS.

12.Perform vulnerability assessment and penetration testing of the
restored cloud site.

13.Ensure any new settings on the network defenses are properly
configured.

14 .Go live with restored cloud site.

15.Implement tighter content upload procedures, e.g. 4-eyes
principle for all content upload.

16.Implement egress monitoring on all outbound responses after

. N mom ok o mem o  HTTPS ./ /CLOUDSECURITYALLIANCE ORG/ 19
cloud site Is restored.



THE END
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Data Leakages from the Cloud - Forgotten
Child in Cloud Security

Thank You for Your Attention



