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The widespread usage of cloud is no happenstance. The appeal of the cloud is clear as day —
self-service provisioning, pay-per-use and on-demand scalability to name a few. But as cloud
ventures into and interacts with different facets of technology, it is key to take a step back and
learn about cloud beyond its surface, from its security specifications to dealing with incidents
such as data breaches, in order to better strategize your business for the ever-evolving
technology. Join leading experts with domain proficiency to discuss salient topics and trends in
the cloud.




PROGRAM

The CSA Hyderabad Summit commenced with Jim REAVIS (CEO & Co-Founder, CSA) and
Ekta MISHRA (APAC Membership Director & Country Manager India, CSA) celebrating the 10th
year anniversary of CSA and what the future holds in its second decade. This was followed by a
line-up of 10 presentations and panel discussions, delivered by renowned individuals in the tech
industry. Key topics covered included “Cloud Migration strategy, CSP Governance framework”,
“Observation and Recommendations on Connected Vehicle Cyber Security”, “DevSecOps for
Cloud & Best Practises”, “Opportunities of Cross-Asia Collaboration on Secure Containers &
Microservices”, “Blockchain Distributed Ledger Technology Use Cases”, “CCSK — Your Route to
a Secured Cloud Foundation”, and two panel discussions on “"Keeping Up with the Complexity -
Security in Tomorrow's Cloud Environment" & “Privacy Laws, Global Business and Cloud - How

to Strike a Balance!".

Other industry’s thought leaders and eminent individuals in cloud computing spoke on topics
such as:

e Cloud can help unleash innovation (especially open innovation) and strengthen security.
Keynoter Dr. Sriram BIRUDAVOLU (CEO, Cyber Security Centre of Excellence, DSCI)
stated the importance of how Cloud Computing is becoming prevalent in the industry
with an explosive growth on the loT side, Fog and Mist Computing. Organisations like
CSA play a very key role in fostering best practices in Secure Cloud Computing, and
hence are very important to the industry ecosystem.

e The use of IT requires governance, which should not be seen as barriers to agility.
Ritesh MISHRA (Global Head IT Infrastructure & Security, Dr. Reddys Laboratories)
presented on "Cloud Migration strategy, CSP Governance framework”. He covered
CISO or CIQO's concerns on how to maintain compliance and governance of the data and
cloud adoption strategy which enterprise users should follow. One of the
recommendations was to consider deploying Cloud Access Security Brokers (CASBSs) if
cloud is part of the enterprise IT strategy. CASBs can help address 9 of the 12 top
threats (CSA’s The Treacherous 12 — Top Threats to Cloud Computing). Enterprise
looking to redefine their security for cloud and build cloud governance framework should
consider the use of CASBs.

e Mohit RAMPAL (Member, CSA Delhi Chapter) presented on "DevSecOps for Cloud -
How to use Best Practices of DevSecOps for a Secured Development Environment". His
presentation focused on CSA’s recently released research report on "Six Pillars of
DevSecOps". He explained how DevSecOpshas positively impacted efficiencies for
businesses today, especially in the cloud environment. He dwelt on the importance of
DevSecOps in terms of shortening time required to go-to-market without compromising
security. Mohit also shared DevSecOps best practices, such as selecting the right tools
to ensure collaboration and integration, and emphasis on security to cover the entire
spectrum.



https://downloads.cloudsecurityalliance.org/assets/research/top-threats/Treacherous-12_Cloud-Computing_Top-Threats.pdf
https://cloudsecurityalliance.org/artifacts/six-pillars-of-devsecops/
https://cloudsecurityalliance.org/artifacts/six-pillars-of-devsecops/

e The panellists at a panel discussion on "Privacy Laws, Global Business and Cloud - How
to Strike a Balance!", unanimously agreed that although enterprises are faced with the
difficulties of interpreting complex privacy regulations, there is, and will continue to be a
strong movement towards cloud adoption in order to scale up services with agility. In
order to help understand and tackle privacy challenges, legal departments should work
hand-in-hand with technical teams to simplify steps for compliance. The market will
reward providers who are able to offer solutions that accommodate data privacy
regulations across jurisdictions.

For full details of the program, please refer to Annex A.
For the photos taken at the summit, please see Annex B.
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STATISTICS

The Summit saw the participation of a total of 185 professionals. The program line up catered to
attendees coming from different backgrounds, roles, and responsibilities, actively engaging
them in the various topics covered at the summit.



Attendees by Job Title

Othe;rs C-Suits / Directors
11.9% 15.1%
Managers

14.6%

IT Professionals
58.4%

Attendees By Industry

Others

4.4%
Consulting

8.3%
Academia
8.9%

IT
45.0%

Government
8.3%

End User
25.0%

The list of companies/affiliations of attendees at the summit can be found in Annex C.



Annex A

Time

0830 - 0930

0930 - 0940

0940 - 0950

0950 - 1020

1020 - 1050

1050 - 1110

Duration

60 mins

10 mins

10 mins

30 mins

30 mins

20 mins

Activity

Registration

Welcome Remarks

Ekta MISHRA, Country Manager India, CSA

Opening Address - Second Decade

Jim REAVIS, Co-Founder & CEO, CSA

Government Keynote on State’s perspectives on
Cybersecurity
Jayesh RANJAN, Principal Secretary, Information
Technology, Electronics and Communications

(ITE&C), Government of Telangana

Innovation's getting Cloudy, Foggy, Misty & Secure

Dr. Sriram BIRUDAVOLU, CEO - Cyber Security

Centre of Excellence, DSCI

Cloud Migration strategy, CSP Governance
framework
Ritesh MISHRA, Global Head IT Infrastructure &

Security, Dr. Reddys Laboratories



1110 - 1120

1120 - 1220

1220 - 1240

1240 - 1300

1300 - 1400

10 mins Tea Break

60 mins Panel Discussion - "Keeping Up with the Complexity
- Security in Tomorrow's Cloud Environment"
Moderator - Mohit RAMPAL, Member, CSA Delhi
Chapter
Panelists - Dr. Sriram BIRUDAVOLU, CEO - Cyber
Security Centre of Excellence, DSCI
Udaya Kumar DINTYALA, Executive Director, AT&T
Sreenivasa Reddy INKOLLU, VP, Karvy
GB SHAIKH, GM - Enterprise Architecture & Cloud

Strategy, Nissan Motors

20 mins Observation and Recommendations on Connected
Vehicle Cyber Security
GB SHAIKH, GM - Enterprise Architecture & Cloud

Strategy, Nissan Motors

20 mins DevSecOps for Cloud- How to use Best Practices of
DevSecOps for a Secured Development Environment

Mohit RAMPAL, Member, CSA Delhi Chapter

60 mins Lunch



1400 - 1440

1440 - 1500

1500 - 1520

1520 - 1540

4,0 mins

20 mins

20 mins

20 mins

Panel Discussion - ""Privacy laws, Global Business
and Cloud - How to Strike a Balance!"
Moderator - Ramesh PASAPULA, AVP, Application
Security Program, Wells Fargo
Panelists -

Ranjeeth BELLARY, Associate Partner, Forensic
Technology & Integrity Services, E&Y
Rajsekhar CHOWDARY, Head-IT Infrastructure &
Information Security , Telangana State Cooperative
Apex Bank
Ritesh MISHRA, Global Head IT Infrastructure &
Security, Dr Reddys Laboratories
Dr. Eiji SASAHARA, Executive Director, CSA Japan

Chapter

Best Practices on Security for Banks
Lalit MOHAN, Senior Domain Expert, Institute for

Development & Research in Banking Technology

Cloud Computing Security and Privacy
Rajsekhar CHOWDARY, Head-IT Infrastructure &
Information Security , Telangana State Cooperative

Apex Bank

Tea Break



1540 - 1600

1600 - 1620

1620 - 1640

1640 - 1700

1700

Download the presentation slides here.

20 mins

20 mins

20 mins

20 mins

Opportunities of Cross-Asia Collaboration on Secure

Containers & Microservices
Dr. Eiji SASAHARA, Executive Director, CSA Japan

Chapter

Blockchain Distributed Ledger Technology Use
Cases
Sudarshan DATTALURI, Member, CSA Hyderabad

Chapter

CCSK - Your Route to a Secured Cloud Foundation

Ekta MISHRA, Country Manager India, CSA

A Call to Action — To the India Cloud Community

Sreeman Mishra, Chair, CSA Hyderabad Chapter

Closing


https://drive.google.com/drive/folders/1trO9a96RRneVA0KDhyutYsWNF84voTRf
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Ekta MISHRA (APAC Membership Director & Country Manager India, CSA) giving the welcome
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Dr. Sriram BIRUDAVOLU (CEO, Cyber Security Centre of Excellence, DSCI) during his keynote on
"Innovation's getting Cloudy, Foggy, Misty & Secure"
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Ritesh MISHRA (Global Head IT Infrastructure & Security, Dr. Reddys Laboratories) giving his
presentation on "Cloud Migration strategy, CSP Governance framework, CASBs"

—

Panel Discussion on "Keeping Up with the Complexity - Security in Tomorrow's Cloud Environment"
moderated by Mohit RAMPAL (Member, CSA Delhi Chapter)
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GB SHAIKH (GM, Enterprise Architecture & Cloud Strategy, Nissan Motors) presenting on
"Observation and Recommendations on Connected Vehicle Cyber Security"

Mohit RAMPAL (Member, CSA Delhi Chapter) presenting on "DevSecOps for Cloud- How to use
Best Practices of DevSecOps for a Secured Development Environment"



Second Panel discussion on "Privacy Laws, Global Business and Cloud - How to Strike a Balance!"
moderated by Ramesh PASAPULA (AVP, Application Security Program, Wells Fargo)
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Lalit MOHAN (Senior Domain Expert, IDRBT) presenting on "Best Practices on Security for Banks"
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Dr. Eiji SASAHARA (ED, CSA Japan Chapter) presenting on "Opportunities of Cross-Asia
Collaboration on Secure Containers & Microservices"



Sudarshan DATTALURI (Member, CSA Hyderabad Chapter) presenting on CSA Blockchain
Distributed Ledger Technology Use Cases

= _

“A Call to Action — To the India Cloud Community” to join the CSA Hyderabad Chapter
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Tata Consulting
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Technominds Cyber
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Bank of America

ERP & ERP India Pvt
Ltd
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Megrajblchips TrekShield IT
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Capillary Technologies
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Castellum Labs

Government of
Telangana

Ministry of Defence

TRR Institutions




Muffakham Jah

College of

Engineering &
CDAC HCL Technology UniPoint Solutions
Clean Harbors India
LLP HighRadius MSR IT Ltd United Technologies

CSA Japan Chapter

Hitachi Consulting

National Informatics
Centre

United Technologies
Corporation

Cloud4C services Pvt

Ltd HSBC Nissan Motors Vama Industries Ltd
Codeft Software Hyderabad Vardhaman College
Solutions Technologies NPCI of Engineering

Cognizant Technology

Nprodax Technologies

Solutions HyperSpace Pvt Ltd Wells Fargo

CtrlS Datacenter Ltd IDRBT OpenText Wipro

Cybersecurity CoE - Indian Institute of

DSCI Public Health Oracle XTREME ICT Pvt Ltd
Indian School of

Cycops Business Parexel International

Contact Us
General inquiries: csa-apac-info@cloudsecurityalliance.org

Membership information: csa-apac-membership@cloudsecurityalliance.org
Research information: csa-apac-research@cloudsecurityalliance.org
Official Website: www.cloudsecurityalliance.org

Official APAC Website: hittp://www.csaapac.org/

Facebook: Cloud Security Alliance Asia Pacific

LinkedIn: Cloud Security Alliance

Twitter: @cloudsa_apac
WeChat: csa_china
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