CSA Thailand Cloud Security
Research 2018

18 July 2018+




Table of Contents

00 Research Objective
01 Cloud Computing
02 Cloud Security
03 CSA Awareness

DETECON ) DGA



Research Objective

This is a collaborative research between CSA & DGA with
the shared interest in understanding government sector.

Research Objectives

To understand status-quo of cloud
and security awareness in government
sector while gaining insights on
improvement areas for CSA

To understand government’s
demand for cloud services in order
to improve DGA’s offerings

Cloud Computing Cloud Security CSA Awareness

10 questions 8 questions 7 questions
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Research Objective

The survey was completed with excellent response rate at
65% by 136 participants from 79 organizations.

Participants of the Survey from 11 June — 12 July 2018

The Prime Minister’s Office
Independent Org. (e.g. Royal Thai Police)
Ministry of Interior

Ministry of Transport

Ministry of Commerce

Ministry of Finance

Ministry of Public Health

Ministry of Agriculture & Cooperatives
Ministry of Natural Resources & Env.
Ministry of Industry

Ministry of Science & Technology
Ministry of Labour

Ministry of Justice

Ministry of Education

Ministry of Foreign Affairs

Ministry of Tourism and Sports
Ministry of Digital Economy & Society
Ministry of Energy

Ministry of Culture

—— Survey Participants —
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— Org. Size — — Role —

<100 Others

100 - 200 Decision Maker

200-500 IT Architect Q)

>500 IT Staff

Most of the participants are from large organizations
(more than 500 employees).

IT Staff participated the most in the survey, providing
insight results of cloud awareness and demands.
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Cloud Computing

Many of Thai government organizations realize the
Importance of Cloud Security service.

Cloud Deployment

— Cloud Service — — Cloud Type ——

None

il 54% Hybrid
29% 28% 30% [T W
17% Community

Private

Software Platform Infrastructure None
as a Service as a Service as a Service Public
(SaaS) (PaaS) (laas)

Cloud Security service of Software as a Service (SaaS)
is planned to deploy resulting from security awareness of
2y 58% most organizations.
40% 38%
28% 23% 26%
[ECH 5%

. Most government organizations still prefer to invest in
Cloud Storage Cloud Backup Cloud Security Cloud Private  Others ( e.g. Private Cloud due to pfivaCy and Security concerns,
server \‘/’i‘ﬁfubaﬁzeaf;g;) benefits from Public Cloud should be communicated to
Il Present Future promote the usage.
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Cloud Computing

Proper education of Cloud Security shall decrease barrier

to migrate to the Cloud.

Cloud Benefits and Barriers

—— Top Benefits of Cloud Deployment —

Cost Reduction

59%

Scalability

54% |

Improved Security*

YA

Increased Efficiency

48%

Improved Service Availability and Business Continuity

41%

Note: Improved Security is ranked first by Business Decision Makers

—— Top Barriers for Cloud Migration ——

Privacy and Security Concerns
7c5

Interoperability with Legacy System

43%
Lack of Staff or Expertise

36%
Reliability / Resilience Concerns
35%

Compliance
25%

Cost reduction is the main benefit of Cloud deployment
while improving scalability and security are still the top
profit, particularly for business decision maker / buyer.
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The survey results prove that the major constrains to
migrate to Cloud are privacy and security concerns. As a
result, most organizations start from Private Cloud.
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Cloud Computing

Despite several service providers, Government Cloud is
the top choice of many organizations.

Top Service Providers and Their Perceived Benefits

Top Service Providers
49%
16%
100/0 SOA) 9%
4% 3%
1%
Gov. INET Microsoft CAT AIS True AWS Other
Cloud (TOT,
Google, ..)

Perceived Benefits

Security 86%
Reliability

Cost

Customer Support
Local Data Center

Understanding needs

Migration Time

Other

Top service providers for government officials
= Own Government Private Cloud - accounted for 49% of
total usage.
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Decision criteria in choosing a Cloud service provider
= Security, reliability, and cost are the main criteria in
choosing a Cloud Service Provider.
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Cloud Security

Training and certify exiting IT staffs is the fundamental
method to ensure the success of security needs.

Migration to Cloud

—— Migration Methods —— Confidence in Cloud Security Capability ——

Training i L o
Visibility and Monitoring High-integrity Infrastructure
Outsource %

27%

Purchase standard software
20%

Self-design Consistent Security Policies Protecting Workloads

18%
Not sure

16%

No plan

13% | Effectiveness of Security Controls 3rd Party Security Protections

Hiring new staff %
9% |

Others (e.g. standard setup , guideline implementation)
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Cloud Security

Most government organizations view data loss prevention
& cyber security as the most important aspects of security.

Importance of Cloud Security

—— Topic Rating —

Data Security & Data Loss Prevention Incident Response, Notification & Remediation

65% 47%

Cyber Security (Defense, Protection and Reaction) Encryption & Key / Certificate Management

65% 38%

Business Continuity, Backup & Restore / Disaster Recovery Cloud Architecture
60%

37%

Authentication & Authorization Management Compliance & Audit

35%

54%

Governance & Enterprise Risk Management Traditional Information Security
34%

53%

Application Security Management & Monitoring
48%

Portability, Interoperability & Duplicability
21%
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Cloud Security

Despite the existence of organizations with high maturity
of Cloud adoption, the amount is minority.

Maturity Level Impacts

Maturity Level vs. Organizational Practices

Existence of
Confidentiality
Classification

RO BPo Je
) O 00

= Level of Cloud Maturity: 1) Cloud Aware, 2) Cloud Aligned, 3) Cloud Managed, 4) Cloud Optimized
= QOrganizations with the most maturity level have sufficient level of internal control, aligned with formal policy and
documentation of security management.

Existence of
Documentation

Existence of Existence of
Internal Control Formal Policy

Cloud Optimized

Cloud Managed

Cloud Aligned Cloud Aware
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Cloud Security

Ransomware and DDOS are top threats. Security Policy &
Documentation are in place but lack of enforcement.

Conclusion

— Top Threats —

= Security topic is well-aware and is known as a main

concern of most organizations with recognition of Ransomware

variety of threats, i.e., Ransomware (threatens to |
publish or block the victim’s data unless a ransom is DDOS - Denial of Service

paid), DDoS - Denial of Service (unavailable online |

service due to overload traffic attack).
Insider Threat

= More than 70% of surveying organizations uses
Cloud and mostly deploys Private Cloud (i.e., APTSs - Advanced Persistent Threats

Government Cloud) instead of using existing Public 30% |
Cloud due to privacy reason.

Disclosure of Confidentiality

= Could Security knowledge and off-the-shelf service 28% |
could leverage the could migration demands. Identity Theft

27%

= To promote the usage of DGA Cloud, proper training

of Cloud Security features and benefits should be Data Tampering
communicated suitably to highlight implementation |

advantages, i.e. cost reduction, scalability, and Data Corruption
efficiency of security management. 2904 |
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CSA Awareness

Many government organizations in Thailand have heard of
CSA while some organizations implement CSA standard.

Cloud Security Standard

— Cloud Security Standard — —— Awareness of CSA Thailand —

B Know & Still in
ISO/IEC 27001 family 46% Touch with CSA
T . Know & Interact
Not Use Cloud 24% Before with CSA
] Never Heard of CSA
No Standard 23%
ITIL 14% 42%
COBIT 13%
ISO 22301 (BCM) 8%
CSA CCM - 7%
i Heard of CSA &
Don't Know Details

COSO 3%

NIST CSF 2%

= The standards being applied the most are ISO/IEC 27001 family followed by ITIL and COBIT.
= Almost 60% of surveying organizations know and heard of CSA.
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—— CSA Thailand Satisfaction Level ——

x % Kk I

Not helpful Very helpful

Note: Based on 50 organizations with 71 participants

— Recommended Support—
Provide Trainings, Seminar, and Workshop
Support Information of Cloud Security and Standards
Being as Cloud Support Center

Provide Consultancy Services (Policy and Planning, Implementation
Guidelines, Best Practices, Audit, etc.)

— Recommended Training Topic —

Fundamental of Cloud Services and Technologies

Cloud Implementation and Migration

Cloud Architecture and Design

Cloud Security (Policy and Standards, Security Features, etc.)
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