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Guideline on Effectively The new guidelines address a critical
Managing Security
Service in the Cloud

need stemming from today’s widespread
usage of cloud, namely clearly defined
security responsibilities for both vendors
and their customers across various
cloud-service models. While the shared
responsibility model provides excellent
guidance, many of the standards and
specifications it touches upon target
CSPs’ security responsibilities rather
than those of customers, especially
those with little to no cloud security
knowledge.

Read the blog here.
Download the paper here.
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mysterious and treacherous Dark Web in
his keynote on "What Danger Lurks in
the Dark Web" at the CSA APAC Summit
2018. He noted that the unseen and
relatively unknown Dark Web is a place
on the Worldwide Web where a slew of
illegal - and often criminal - products and
services (such as hackers-for-hire and
pay-per-use DDOS) are available for
sale. He cautioned that the cheap and
easy availability of sensitive data such as
credit card details and personally-
identifiable information posed a danger
as criminals can spoof identities and use
them as proxies to perform illegal
activities.

Raju said he explored elements of the
Dark Web while researching material for
his book, Organ Gold, published by the
Straits Times Press. It was formally
launched at the CSA APAC Summit in
Singapore on Oct 11, 2018. It is about
the alleged nexus between human organ
donors, recipients, hospitals, doctors,
brokers and the underworld that
operates in the deep corners of the
Internet.

His advice? Be aware of the existence
and the dangers of the Dark Web. Adopt
good corporate hygiene habits such as
deploying multi-factor authentication,
hiring White-Hat experts to carry out
"penetration  testing”, implementing
strong ring architectures to fence off
critical data, getting external experts to
monitor activities on the Dark Web to
alert corporate security departments on
potential threats, and so on.
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(L — R) Dr. Hing-Yan Lee (EVP, CSA Tim Grance (Senior Computer Scientist,
APAC), Luciano Santos (EVP, Research, NIST) presenting on “The Internet if
CSA), Jim Reavis (CEO, CSA) with Ryan Things; Epic Change to Follow”.

Ty (Chairman, CSA Philippines Chapter),
Bill Liu (Chairman and Managing Partner
of Stream Global Pte Ltd) & Joe Chan
(CEO, AdvSTAR).

Jim Reavis (CEO, CSA) sharing his Gabriel Payawal (Country Manager, F5
thoughts on trends in cybersecurity. Networks) presenting on "Maintaining
Control Over Your Applications.”

Dr. Hing-Yan Lee (EVP APAC, CSA)
giving an update on cloud security
research in APAC & update on the cloud
landscape in Singapore.

Zhuang Haojie (Research Director
APAC, CSA) presenting on “Building a
Foundation for Successful Cyber Threat
Intelligence Exchange”.
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To know more about CSA APAC 2019 events and sponsorship opportunities, please
contact us at csa-apac-info@cloudsecurityalliance.org

CCSK Plus v4
22 - 24 Oct | Kuala Lumpur
https://Igms.global/csa-certificate-of-cloud-security-knowledge/

CCSK Foundation v4
30 Oct - 1 Nov 2018 | Kuala Lumpur
https://verticaldistinct.com/product/certificate-cloud-security-knowledge-ccsk/

CCSK Plus v4
29 - 30 Nov | Jakarta
https://www.eventbrite.co.uk/o/cloud-security-alliance-839645663

CCSK Foundation v4
17 - 18 Dec| Kuala Lumpur
https://Igms.global/csa-certificate-of-cloud-security-knowledge/

CCSK Plus v4
17 - 19 Dec | Kuala Lumpur
https://Igms.global/csa-certificate-of-cloud-security-knowledge/

General inquiries: csa-apac-info@cloudsecurityalliance.org
Membership information: csa-apac-membership@cloudsecurityalliance.org
Research information: csa-apac-research@cloudsecurityalliance.org

Official Website: www.cloudsecurityalliance.org
Facebook: Cloud Security Alliance Asia Pacific
LinkedIn: Cloud Security Alliance
Twitter: @cloudsa_apac
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