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Cloud Computing Trends In 2023

Increased investment in cloud security and resilience

Multi-cloud is an increasingly popular strategy

Cloud powered artificial intelligence and machine learning

Continued Growth of serverless computing

More Secure Access Service Edge (SASE) Adoptions
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Multi-cloud is an increasingly popular strategy

Multi-cloud 
computing 

considerations:

Sourcing Architecture Governance



6

Cloud powered artificial intelligence and machine learning

Experts project that the AI market 
value will skyrocket to $850.61 
billion by 2028.

(Source: PhoenixNAP)
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Continued Growth of serverless computing

Demand for serverless technologies 
to grow by 22.6% between 2022 and 
2026. 

(Source: PhoenixNAP)
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More Secure Access Service Edge (SASE) Adoptions

Gartner predicts that by 2024, at least 
40% of enterprises will have explicit 
strategies to adopt SASE.

(Source: Gartner)
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Gartner Forecasts Worldwide Public Cloud End-User Spending 
to Reach Nearly $600 Billion in 2023

Source: https://www.gartner.com/en/newsroom/press-releases/2022-10-31-gartner-forecasts-worldwide-public-cloud-end-user-spending-to-reach-nearly-600-billion-in-2023
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Cloud Revenue and Market Share Trends

Source: Synergy Research Group
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Top Cloud Security Trends to Watch in 2023

The Continuous Threat of 
Leading Cloud Attack Vectors

The Ever-evolving Shared 
Responsibility Model

Changes in the Macroeconomic 
Environment Impacting the 
Way Security Teams Operate 
and Choose Security Solutions

Evolving Cloud Use Cases and 
the Impact on Risks for 
Enterprises
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(ISC)2

2022 Cloud 
Security 
Report
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(ISC)2 2022 Cloud Security Report

Source: (ISC)2, Cybersecurity Insiders

KEY FINDINGS
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(ISC)2 2022 Cloud Security Report
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KEY FINDINGS
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(ISC)2 2022 Cloud Security Report

Source: (ISC)2, Cybersecurity Insiders

SKILLS 
SHORTAGE 
CONCERN
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(ISC)2 2022 Cloud Security Report

Source: (ISC)2, Cybersecurity Insiders

MULTI-CLOUD 
SECURITY 
CHALLENGES
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(ISC)2 2022 Cloud Security Report

Source: (ISC)2, Cybersecurity Insiders

OPERATIONAL 
SECURITY 
HEADACHES
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(ISC)2 2022 Cloud Security Report

Source: (ISC)2, Cybersecurity Insiders

BIGGEST 
SECURITY 
THREATS
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(ISC)2 2022 Cloud Security Report

Source: (ISC)2, Cybersecurity Insiders

BARRIERS TO 
CLOUD 
ADOPTION
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Role of Security

Protection of Data 
and Applications

Implement Security 
Measures

Maintain 
Comprehensive 
Security Strategy

Review of Security 
Policies and 
Procedures

Education of 
Business 
Stakeholders

Enable and Support 
Business Objectives
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Takeaway

Security is an 
enabler for 

Organization 
transformation 

to the cloud

Garion Kong, CISSP,  CCSP,  SSCP

President, (ISC)2 Singapore Chapter

Email: president@isc2chapter.sg

Website: www.isc2chapter.sg


