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ARE THE CLOUDS IN THE CONVERGED CLOUD 

DARKENING?
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Cybercrooks use stolen Vendor ID to hack into system exposing 70 million household 
records

Bank says their system gets hacked every day. 76 million household records breached

Major US Retailer claims 56 million records breached

80 million health records exposed

Medicalrecords of 26 million patients are embroiled in a major security breach amid 
warnings that the IT system used by thousands of GPs is not secure.
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Security breach fears over 26 million NHS patients -2017



NEWSBitsightðBreach Statistics to Inspire you (to protect yourself)

In 2016, there have been 454 data breaches with nearly 12.7 million records exposed. Over 169 
million personal records were exposed in 2015, stemming from 781 publicized breaches  

άLƴ фо҈ ƻŦ ōǊŜŀŎƘŜǎΣ ŀǘǘŀŎƪŜǊǎ ǘŀƪŜ ƳƛƴǳǘŜǎ ƻǊ ƭŜǎǎ ǘƻ ŎƻƳǇǊƻƳƛǎŜ ǎȅǎǘŜƳǎΦέ

Only 38% of global organizations feel prepared for a sophisticated 
ŎȅōŜǊŀǘǘŀŎƪΦέ

The forecast average loss for a breach of 1,000 records is between $52,000 
ŀƴŘ ϷутΣлллΦέ

άул҈ ƻŦ analyzedbreaches had a financial motive. 68% of funds lost as a 
ǊŜǎǳƭǘ ƻŦ ŀ ŎȅōŜǊ ŀǘǘŀŎƪ ǿŜǊŜ ŘŜŎƭŀǊŜŘ ǳƴǊŜŎƻǾŜǊŀōƭŜΦέέ

άтп percentof CISOs are concerned about employees stealing sensitive 
ŎƻƳǇŀƴȅ ƛƴŦƻǊƳŀǘƛƻƴέ



IS THE FORCE WITH US? 
Å The number of records compromised grew a historic 566% in 2016 from 600 million to more than 4 

billion --more than the combined total from the two previous years.

Å In one case, a single source leaked more than 1.5 billion records [Yahoobreach].

Å In the first three months of 2016, the FBI estimated cybercriminals were paid a reported $209 million via 

ransomware. This would put criminals on pace to make nearly $1 billion from their use of the malware 

just last year.

Å In 2016, many significant breaches related to unstructured data such as email archives, business 

documents, intellectual property and source code were also compromised.

Å The most popular types of malcodewe observed in 2016 were Android malware, banking Trojans, 

ransomwareofferings andDDoS-as-a-servicevendors.  

IBM X - Force TII

IBMôs SECURITY REPORT 2017 - ABYSMAL - Since 1802

http://www.networkworld.com/article/3150949/security/5-things-you-should-do-following-the-yahoo-breach.html
https://www.theregister.co.uk/2016/09/12/denial_of_service_as_a_service/


ÅCapital Costs

ÅOperating Costs

ÅOperations

ÅBCP/DR

ÅEfficiency

Cloud Computing



Cloud Computing

Å Environmental Security ςConcentration of Security Threats

Å Data Privacy and Security ςTransfer of control of data security

Å Data Availability and Business Continuity ςLoss of Internet Connectivityor Seizure by 
Law Enforcement Agency can bring business to halt if backup plan does not exist

Å Record Retention Requirements ςFinancial, Litigation hold and preparedness



Ten Steps to Mitigate Risk

Å Ensure MSA and SLA capture security requirements according to the 
type of service ςIaaS, PaaS, SaaS

Å Notification mechanism for breach

Å Jurisdictional issue for PII data

Å ISO/IEC 27017 [4] - "Code of practice for information security
ŎƻƴǘǊƻƭǎ ōŀǎŜŘ ƻƴ L{hκL9/ нтллн ŦƻǊ ŎƭƻǳŘ ǎŜǊǾƛŎŜǎά

Å ISO/IEC 27018 [5] "Code of practice for protection of personally 
ƛŘŜƴǘƛŦƛŀōƭŜ ƛƴŦƻǊƳŀǘƛƻƴ όtLLύ ƛƴ ǇǳōƭƛŎ ŎƭƻǳŘǎ ŀŎǘƛƴƎ ŀǎ tLL ǇǊƻŎŜǎǎƻǊǎά

Å Groups such as the Cloud Security Alliance (CSA) provide guidance 
including provider self assessment, CAI and CCSK



Ten Steps to Mitigate Risk

Å Understanding the internal control environment of a cloud service 
provider 

Å Access to the corporate audit trail

Å Automated and recurring patch management following Change 
Control procedure

Å Common defense-in-depth mechanisms and avoiding sharing account 
credentials including monitoring of all accounts including service 
accounts

Å Reinforced awareness programs for spear phishing prevent APTs into 
the network



Ten Steps to Mitigate Risk

Å If you have an IdAMsystem, integrate it with the cloud vendor

Å Can the provider offer delegated admin to administer users?

Å Can provider offer Single Sign-on and Sign-off?

Å Need Audit control and audit reports

Å Does the cloud provider offer MFA, Biometric or other Strong 
Authentication?

Å Does the platform allow fine-grained access control to provide 
segregation of duties

Å Visibility to user actions  (e.g. avoid common insider threat- prevent 
sales person to download all sales contact prior to exit)



Ten Steps to Mitigate Risk

Å Create data asset catalog

Å Consider all forms of data ςstructured and unstructured.

Å Consider privacy requirements for PII data and avoid

contractual breaches

Å Apply CIA. Encryption in case of provider storing keys needs caution

Å Apply IdAM. Logging, communication and data forensics

Å Distribute data, have regular backups and ensure encryption keys are 

not lost to prevent permanent data loss.

Å Harden APIs as they tend to be the most exposed part of system



Ten Steps to Mitigate Risk

Å Responsibility of Data privacy rests with the customer (the data controller in 
EU terminology)

Å Most companies operate under some sort of regulatory control of their 
information (e.g. HIPAA, FERPA, FISMA). Under these mandates, companies 
must know where their data is, who is able to access it, and how it is being 
protected.

ÅtŜǊƛƻŘƛŎŀƭƭȅ ŀǳŘƛǘ ǇǊƻǾƛŘŜǊΩǎ ŀŘƘŜǊŜƴŎŜ ǘƻ ŎǳǎǘƻƳŜǊΩǎ Řŀǘŀ ǇǊƛǾŀŎȅ ǇƻƭƛŎƛŜǎ 
and mechanisms to address via corrective actions


