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Cybercrooks use stolen Vendor ID to hack into system exposing 70 million
records

Bank says their system gets hacked every day. 76 million household records

Major US Retailer claims 56 million records breached

80 million health records exposed

Medicalecords of 26 million patients are embroiled in a major security breac
warnings that the IT system used by thousands of GPs is not secure.
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Bitsighd Breach Statistics to Inspire you (to protect yourself) NEWS

In 2016, there have been 454 data breaches with nearly 12.7 million records exp&desl. 169
million personal records were exposed in 2015, stemming from 781 publicized breaches

Only 38% of global organizations feel prepared for a sophisticated
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The forecast average loss for a breach of 1,000 records is between $52,000
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a 1 percentof CISOs are concerned about employees stealing sensitive
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IS THE FORCE WITH US?

A The number of records compromised grew a historic 566% in 2016 from 600 million to mo
billion-more than the combined total from the two previous years.

A In one case, a single source leaked more than 1.5 billioianedmeksch].
A In the first three months of 2016, the FBI estimated cybercriminals were paid a reported $:
ransomward his would put criminals on pace to make nearly $1 billion from their use of the

just last year.

A In 2016, many significant breaches related to unstructured data such as email archives, b
documents, intellectual property and source code were also compromised.

A The most popular typasaltodae observed in 2016 were Android malware, banking Trojan
ransomwaiaferings aridDo&Sasa-servicvendors.



http://www.networkworld.com/article/3150949/security/5-things-you-should-do-following-the-yahoo-breach.html
https://www.theregister.co.uk/2016/09/12/denial_of_service_as_a_service/
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Cloud Computing

A Environmental Security Concentration of Security Threats
A Data Privacy and SecurityTransfer of control of data security

A Data Availability and Business Continujtyoss of Internet Connectivity Seizure by
Law Enforcement Agency can bring business to halt if backup plan does not exist

A Record Retention Requirementgrinancial, Litigation hold and preparedness



Ten Steps to Mitigate Risk

1. ENSURE EFFECTIVE GRC PROCESSES EXIST

A Ensure MSA and SLA capture security requirements according to the
type of service; laaS Paa$SaaS

A Notification mechanism for breach

A Jurisdictional issue for PIl data
Governance

A ISO/IEC 27017 [4]Code of practice for information security
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A ISO/IEC 27018 [5] "Code of practice for protection of personally
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A Groups such as the Cloud Security Alliance (CSA) provide guidance
including provider self assessment, CAl and CCSK



Ten Steps to Mitigate Risk

2. AUDIT OPERATIONAL AND BUSINESS PROCESSES

A Understanding the internal control environment of a cloud service
rovider
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A Access to the corporate audit trail & >
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A Automated and recurring patch management following Ch: 7
Control procedure A | IT

A Common defensén-depth mechanisms and avoiding sharing account
credentials including monitoring of all accounts including service
accounts

A Reinforced awareness programs for spear phishing prevent APTs into
the network



Ten Steps to Mitigate Risk

3. MANAGE PEOPLE, ROLES AND IDENTITIES

A If you have andAM system, integrate it with the cloud vendor

A Can the provider offer delegated admin to administer use
A Can provider offer Single Sign and Sigroff?
A Need Audit control and audit reports

A Does the cloud provider offer MFA, Biometric or other Strong
Authentication?

A Does the platform allow fingrained access control to provide
segregation of duties

A Visibility to user actions (e.g. avoid common insider thrpegvent
sales person to download all sales contact prior to exit)



Ten Steps to Mitigate Risk

4, ENSURE PROPER DATA PROTECTION

A Create data asset catalog

A Consider all forms of datastructured and unstructured.

A Consider privacy requirements for PIl data and avoid
contractual breaches

A Apply CIA. Encryption in case of provider storing keys needs caution

A ApplyldAM. Logging, communication and data forensics

A Distribute data, have regular backups and ensure encryption keys are

not lost to prevent permanent data loss.

A Harden APIs as they tend to be the most exposed part of system



Ten Steps to Mitigate Risk

A Responsibility of Data privacy rests with the custontiee gata controller in
EU terminology)

A Most companies operate under some sort of regulatory control of their
information (e.g. HIPAA, FERPA, FISMA). Under these mandates, companies
must know where their data is, who is able to access it, and how it is being
protected.
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and mechanisms to address via corrective actions




