
 
 
 

Aligning security risk management and compliance activities with the broader adoption 
of cloud technology and the exponential increase in the complexity of smart systems 
leveraging such cloud solutions, has been a challenging task to date. Additionally, the 
proliferation of container technology employed in cloud ecosystems for enhanced 
portability and security, compels organizations to leverage risk management 
strategies that are tightly coupled with the dynamic nature of their systems. 
 
 
NIST’s Open Security Controls Assessment Language (OSCAL) provides a 
standardized set of XML-, JSON- and YAML-based formats for use by authors and 
maintainers of security and privacy control catalogs, control baselines, and system 
security plans. These OSCAL formats provide a normalized expression of security 
requirements across standards, and a machine-readable representation of security 
information from controls to system implementation, supporting automated security 
assessment. This bridges the gap between antiquated approaches to IT compliance 
and lays a foundation for innovative technology solutions. This talk will present 
information on the current status of OSCAL, the benefits of using OSCAL to support 
controls-based risk assessment, and the next steps for the project. 
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